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1 Introduction

;i}EVENT

This documents aims to help you configure EventSentry quickly to accomplish common monitoring
tasks, such as configuring database consolidation, disk space monitoring and more. This document
contains many helpful tips and suggestion from our dewelopers, customers and support team. It was
created based on customer feedback and the most common questions received by the NETIKUS.NET
support team.

This document is most suited towards users who are already familiar with EventSentry.

This document is an addition to the general EventSentry Help and the EventSentry Oveniew guide. Both
documents are included in the EventSentry installer and can also be found under Start -> Programs ->
EventSentry or can be downloaded from our web site at http://www.eventsentry.com/support/request in
various different formats.

This document is not intended to be a substitution for the help document, please see the
EventSentry help for more detailed information on all features and configuration options.
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Quick Overview

There are a few basic concepts that are important to understand before you continue to use this guide:

1. Agents
EventSentry uses agents to monitor your seners and workstations. The EventSentry agent needs to be

running on a machine in order for it to be monitored. The agents can either send data for select action
types through the collector, or alternatively perform all notifications themselves directly, e.g. sending an
email, writing to a database, etc..

You can easily install, uninstall and update agents using the "Remote Update" feature of EventSentry.

2. Remote Update
The Remote Update feature allows you to initially install the EventSentry agent on remote computers,

push the latest configuration changes, update agents and stop/start the EventSentry agent on or more
remote computers.

Remote Update works using SMB and RPC to connect to the remote computers, just like you would
with applications like regedit and when accessing remote shares. As such, you will need to be able to
access the registry and shares on the remote computer in order to use remote update. These senices
are available by default.

3. Heartbeat Monitoring
Heartbeat monitoring can monitor the uptime of remote computers using ping/icmp, can check remote

TCP ports, monitor the state of the EventSentry senice and retrieve system metrics via SNMP. The
heartbeat feature does not require an agent on the remote computers and relies on the "EventSentry
Heartbeat Agent" to be running on at least one computer in your network.

Please see the Quickstart Guide for a more thorough and graphical introduction into EventSentry.
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3 General

The pages in the General chapter offer recommendations on basic EventSentry features that are not
related to a particular feature such as disk space or performance monitoring.
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3.1

3.1.1

3.1.2

Packages

Starting with version 2.70, EventSentry is now configured using packages. We distinguish between Event
Log-, Log File, System Health- and Compliance Tracking Packages.

When creating packages, make sure that you organize them in a logical manner. The better you
organize the packages, the easier the administration of EventSentry will be and the more time you will be
able to sawve over time.

Event Log Packages

Generic Event Log Packages

For Event Log Packages we recommend that you organize them based on the software or Operating
System type they work with. This is illustrated pretty well when you have a default install of EventSentry
that ships with about one dozen of default packages.

For example, if you are monitoring both servers and workstations, then you can create one generic
package for seners and one generic package for workstations. There are many events that are logged on
all Windows servers and workstations (regardless of their role) that you will probably want to exclude. It
is then easy to assign each package to your server group(s) and workstation group(s) respectively,
assuming that you organized your computers in that way.

Event Log Packages based on Software

If you have a lot of different server (or workstation) software products installed, then it would also make
sense to categorize those into packages. This makes it easier and more straight-forward to assign
multiple packages to a single sernver or group.

For example, if your network consists of seners that have IIS, Exchange Senver, Backup Software etc.
installed, then simply create a package for each of those applications and assign them to the servers
running those senices.

You can even go a step beyond and configure an event log package for Auto Detection. This makes it
possible for a filter package to automatically assign itself based on the existence of a particular senice.
For example, you can create a global IS package that will activate itself when the W3SVC senice
exists.

Health Packages

System Health Packages
Health packages are a little bit more difficult to organize since they cannot easily be distinguished by
the software installed, as are Filter Packages.

Monitoring < 10 Seners
If you are managing a small amount of seners, for example fewer than 5-10, then it is usually easy to

organize your health packages. You could either create one package with common properties (e.g.
senvices, disk space, performance) and assign this package to all servers. If some seners have special
needs (e.g. application scheduler), then you can create an additional package for that.

Monitoring > 10 Seners
To keep the total number of health package at a reasonable number, we recommend that you create

one health package that includes monitoring objects which apply to all seners. For example, you will
probably want to monitor installed applications and a baseline performance on all servers, so create a
package called "Generic Serer Health" and assign this to all servers.
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For monitoring objects only needed by some servers or groups we recommend that you divide
monitoring objects into multiple packages. You can then apply those packages as needed to servers and
groups. Please see the pages under the System Health Monitoring chapter for more suggestions on
how to organize system health packages.
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3.2

Managing Agents

It is important that you keep the agents running on the monitored machines up to date with the latest
version. NETIKUS.NET periodically releases patches with bug fixes and minor feature additions to its
customers. Please visit http://www.eventsentry.com/downloads/version-history periodically or monitor
this page using URL Watch to be notified when a patch is released.

Verifying the Version installed on Agents

After you installed a new version or a patch, you can verify the build of your agent by clicking on the
computer name on the top left part of the tree on the left and viewing the welcome screen. The build is
shown in the Agent Information part of the welcome screen.

To check whether all machines are running the latest agent, select "Remote" -> "Check Agent Status"
and click on the green arrow on the toolbar. This will show you the version of the agent running on the
remote machines, for example 3.3.1.42. The last part of this number (e.g. 42) is the build number of the
version (3.3.1).

To update the remote agents, select "Remote" -> "Update Agent(s)" and click the green arrow in the
toolbar again.
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3.3 Variables

Variables in EventSentry are an extremely useful tool to make configuring EventSentry, especially in
larger installations, easier. EventSentry distinguishes between two different types of variables:

¢ Runtime Variables
¢ (Configurable) Variables

Using configurable variables for example, you can have emails sent to different recipients based on the
group a computer is a member of. But many other similar applications are possible, including:

e Send emails to different recipients based on the group membership of a computer, without having to
create more than one SMTP target

e Consolidate data to different databases based on the group membership of a computer, without having
to create more than one ODBC target

e Use a different SMTP senver based on the group membership of a computer

Runtime Variables

Runtime Variables are variables that are automatically created by EventSentry which can then be used
in various configuration objects, such as notifications and filters. A good example for a runtime variable is
the $HOSTNAME variable. This variable automatically resolves to the current NetBIOS host name when
used. The most common application for this variable is an email notification, where the $SHOSTNAME

variable is used to use the computer name as the sender of an email. The screenshot below illustrates
this even better:

Email (Default Email)

Internationalization Options Test
p—_y
- ‘S@ Encoding ... E_EI Send Test Email
General Display & Delivery Options

Sender Mame: | SHOSTMAME |

A . HTML (Modern) =~
rd
Sender Email: | §HOSTNAME @netikus. local | .

Customize ...
Recipients: SRECIPIENTS E Header | Footer
Low High

Subject: | ES [$COUNT] SEI-'ENTSGURCE:SEUENTCATEG(| Importance: _

- ] Flag Literal
Primary Email Server (SMTF)
Host: | 192,168.4.33 | F‘grt| 25 | Mo TLS ~ | User /Pass: | || |
Secondary SMTP Server
Host: | smtp.gmail. com | p.;.rt| 455 | LS ~ | User [ Pass: | eventsentr|| sees |
DialJp [ VPN Connection Limits

Dial: | V| [ ] isconnect after Events per email:  |unlimited
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In the above example, the sender name and sender email fields use the $SHOSTNAME variable,
whereas the subject field uses the $EVENTID, $SEVENTSOURCE and other event record related fields.
But you can also use runtime variables with other features, for example with the event log backup
feature. There, you can use the $YEAR, $MONTH, $DAY, $HOUR, ... variables in the filename to make
sure that you always have a unique event log backup file name.

For a full list of supported variables see
http://www.netikus.net/software/eventsentry/configvariablesdetails.htm.

Regular Variables
Regular variables are different since they are defined by you and can be customized on a per-group
level.

Let's take a common scenario: You are monitoring 50 seners, which are assigned to a number of
different groups, and would like to configure an email notification. Howewer, instead of assigning the same
email recipient(s) to all servers, you would like to have emails sent from servers in the Database group
sent to the DBA, and emails sent from servers in the Web Servers group sent to the web developer and
so forth.

So, instead of setting up different notifications with different filter packages, you can make your life at
lot easier by creating a variable for the email recipients. Here is what we would like to accomplish:

Database Send email to dba@yourcorp.com and admin@yourcorp.com
Senvers Group:

Web Senvers Send email to webmaster@yourcorp.com and admin@yourcorp.com
Group:

File Seners Send email to admin@yourcorp.com

Group:

1. Define a new variable called EMAILRECIPIENTS (or whichever name you prefer). You can define
variables through Tools->Variables or by right-clicking the Computer Groups container. When you
define a variable, you will also set the default value of it. This is important, since this default value will
be automatically used if the value is not overwritten on a group-level. In our scenario, we'd simply use
admin@yourcorp.com as the default value.

2. Right-click a group and select Set Variables ... to override the value of the variable. In our scenario,
we would right-click the Database Servers Group, select "Set Variables ..." and double-click the
EMAILRECIPIENTS value. You will notice that the default value of the variable is set to its initial value.
Now, simply enter the group-value "dba@yourcorp.com,admin@yourcorp.com” and click OK. Repeat
these steps for the other groups as well.

3. Now we are ready to use the variable in the actual email notification, so click your email target and
replace the Recipients field with the name of the variable - SEMAILRECIPIENTS. Remember that
variables always start with a $ sign to indicate that what you are entering is a variable.

Variables can be used in most (but not all) fields, but check the documentation at

http://www.netikus.net/software/eventsentry/configvariablesdetails.htm to see in which fields a variable is
supported.

1 Please refer to the documentation for more information on variables.
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4 Security

While it is always recommended and desirable to setup any type of software in a secure manner,
ensuring that your EventSentry environment is setup securely can be particularly crucial when using
EventSentry to help comply with regulatory compliance requirements such as NIST 800-171, CMMC,
SOX, PCI, HIPAA and others.
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4.1

Compliance

EventSentry can help users comply with a variety of compliance frameworks, including NIST, CMMC,
PCI and others. This section shows all available compliance components in EventSentry along with the
required steps to setup compliance.

Every EventSentry installation includes the following components that assist with you compliance:

e Compliance Reports

e Compliance Dashboard (select compliance packages only)
e Event Log Package "Compliance”

e Validation Scripts

Compliance Reports (Web Reports)

Compliance reports are built-in reports that are included with every EventSentry installation but not
activated by default. Compliance reports can be enabled in the web reports by navigating to Reports —
Compliance — Modify Requirements and selecting the applicable compliance requirement(s). After the
reports are imported it's recommended to set the desired review period for all reports by clicking on the
name check box and selecting "Set Review".

=€"—. EuentSentry @ Dashboards ~  Q Search ~ & Network - % Health - ] Reports ~

Reports

General Built-in Reports Compliance Reports

2 Review Report x
Set Review Delete

Require Review

QK
CMMC Review Every: |1 e Cancel
Mame o

Help

Level 1
@ ~c.1.001 Limit Information System Access (Enforcement Mechanism Changes) Al Domain Policy Tracking
@ ~c.1.001 Limit Information System Access (Enforcement Mechanism Changes) (ADMonitor) All - ADMonitor Group Policy Changes
ﬂ AC.1.001 Limit Information System Access to Authorized Users Al ADMonitor Users
@ ~c.1.001, AC.1.002 Limit Information System Access to Autherized Devices (Computers) All - Computer Account Changes
@ ~c.1.001, AC.1.002 Limit Information System Access to Authorized Users (Domain Users) All - User Account Changes
@ ~c.1.001, AC.1.002 Limit Information System Access to Authorized Users {Local Users) All - User Account Changes
@ ~c.1.001, AC.1.002, AU.3.049, AU 3.050 Limit Information System Access {Logon Rights Changes) Al User / Logon Rights Tracking

After the desired review period has been set the reports can either be run manually or scheduled with
jobs. Jobs can either dispatch reports via email or store the resulting report in the file system.

Compliance Dashboard (Web Reports)

EventSentry ships with a number of dashboard templates, including templates for compliance
requirements like CMMC. To import a dashboard template first load any dashboard from the
"Dashboards" menu and then click on the "Change" and then the "Settings" link. In the "Dashboard
Manager" click on "Import" and select the respective dashboard template. All imported dashboard
templates can be customized after they are imported.

© <2004-2020> NETIKUS.NET Itd



Security

Dashboard Manager

Name

My Dashboards

= Keyboard Shortcuts

Available Dashboard Templates (1)

9-

Imported

(

7)

[ 1terate every | 2 |minutes

Event Log Compliance Package (Management Console)

CMMC
2a679cb5-99bf-4fe3-8d2d-689Tb 3f8809f
dashboard_template_cmme.xml

ADMonitor
Tabd4bbf3-106c-4fbc-a2ea-ebbadfz454de
dashboard_template_admonitor.xml

Canon
fTd4a998-fic2-4252-ae0f-38952be20002
dashboard_template_canon_xml

NetFlow
Sf0f597f-546¢-42f7-be12-6398665e9a1d
dashboard_template_netflow.xml

Network
8996a833-beB88-47ce-888a-5ddcdad05f00
dashboard_template_network xml

Performance
9af97183-425f-49a3-bc3d-9a34f704a92e
dashboard_template_performance xml

System Health
bef22adf-75ed-40da-af4b-e4f7d300430
dashboard_template_systemhealth xml

uniFLOW
6b423a11-822d-425d-a5ce-a701910ccaad
dashboard_template_uniflow.xml

Backup:

Backup:

Backup:

Backup:

Backup:

Backup:

Backup:

Backup:

Wed 2021-02-

Mon 2020-08-

Men 2020-08-

Mon 2020-08-

Mon 2020-08-

Mon 2020-08-

Mon 2020-08-

Mon 2020-08-

17 10:

17 11:

17 11:

17 11:

1711

17 11:

1711

17 11

11

Create Dashboard

& Import

10:38 PM

08:54 PM
11:25 PM
08:17 PM

10:05 PM

10:38 PM

11:01 PM

& Export

=

Close

EventSentry also ships with the "Compliance" event log package that is enabled regardless of which
compliance reports and/or dashboards are utilized. The package includes a variety of event log filter rules
for events that are important for any environment and various compliance requirements. The compliance

ewvent log package can be found in the management console under Packages — Event Logs —

Compliance.
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Difference between compliance reports and compliance event log package:

Event Log Package Reports

Supports real-time alerts for certain Jobs can be scheduled at specific times or intervals
security events, such as group

membership changes

Is not tailored towards specific complianceAre created for specific compliance requirements
requirement

Control which raw events are stored in the

EventSentry database

The "Compliance” event log package is configured for the "Primary Database" action by default, which
ensures that all covered events are stored in a database and available for later analysis. Some
compliance reports may also rely on events collected by this package (if not covered by the "Database
Consolidation") package.

Individual filters in the package can be configured to send alerts to actions in addition to the Primary
database. To accomplish this, the "Owerride actions in this package" option needs to be unchecked.
Click the package — click "Properties” in the ribbon — Uncheck "Ovwerride actions of all objects in this
package" — edit actions of the respective filter(s).

=8 === Packages

= Q Event Logs

'!'"m"__, [Scythe] APT3: Image File Execution Events
+ﬁ': [Scythe] APT3: Setup Environment

7 [Scythe] Buhtrap: Input Capture

7 [5cythe] Chain Alerts

+ [Sc:,-'the] Cred Dumping

+i"f [Scythe] Generic

- 7 [Scythe] Malicious Traffic

i [Scythe] Mew Process / Driver / Regedit
- ‘;— [Scythe] Persistance

+ * 7 [Scythe] Piping Processes

+|_ AntiVirus Software

+f. Cormmon 2008-2016 Audit Failures

B- f@. Compllance

77 Other Logon/Logoff Events
Account Management

=2

+|--

) 2y 2y By,

Audit Policy Changes

Exclusions

Group Management

Legon Failures

Object Access/Certificate Services
Special Logon Activity

Systern Events

1 60 0 o

7, Database Consolidation

&

Validation Scripts (Management Console)
Compliance frameworks often dictate certain security settings, such as disabling SMBvL, which
encryption algorithms to use and more. EventSentry's validation scripts continuously compare critical
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settings on your monitored hosts with baselines set by the respective compliance framework. Non-
compliant settings are quickly identified in the web reports on a dashboard or the validation scripts
section. Validation scripts can be reviewed under "Scripts" in the management console.

+§ Metwork Services

.. Scripts

iy User (Embedded)

..... & Managed

_' Tags

----- 1 bestpractice-desktop
----- {f bestpractice-server

..... i compliance
..... 1# compliance-desktop
..... # compliance-server

----- 4 domaincontroller
..... {f exchange-security
..... it filesystem

..... it fips140-2

----- H health

..... it iis-stig-high
..... # mitre

----- H msoffice

To setup validation scripts for compliance, follow the steps below in the management console:

Navigate to Packages — Validation Scripts

Click on "Add" in the ribbon to add a new package and give it a descriptive name (e.g. CMMC)
Select the newly created package and select "Add" under "Validation Scripts" in the ribbon
Select the newly created "Scripts" object

In the top section "Assigned Tags & Scripts" add all relevant tags, e.g. "compliance-sener"
Click the "Add" button on the bottom in the "Database" section to configure in which database
validation script output is stored

oML
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4.2

Database

When consolidating events into a central database, then you will need to make sure that nobody can
gain unauthorized access to your database. If somebody can get administrative access to your SQL
database, then the intruder has the ability to compromise your data integrity by deleting or modify data.

Make sure you use a strong password for the database administrator (e.g. sa or root) and
only give this password to authorized users.

All of the security steps listed below will have no effect if the administrator's login is
compromised.

EventSentry Agents
The EventSentry agents are designed to only use the eventsentry_svc login to access the database,

primarily to add data to the database. This login is created when you install EventSentry with the setup
or when you initialize the database through the action dialog in the management console.

The eventsentry_svc user is only allowed minimum access to the objects (tables, columns) in the
EventSentry database, for example this user cannot retrieve stored event log records from the database.
As such, even if the password were to be compromised, the intruder would still not be able to retrieve
useful information from the EventSentry database.

Newer use an administrative login (e.g. sa or root) when configuring the database
action in EventSentry.

The password for the eventsentry_swvc user is stored in the registry, but only members of the local
Administrators group have permission to access the EventSentry configuration in the registry.

When utilizing the collector senice, check the "Enhanced Security” check box on the
database action dialog which prevents the DB login credentials from being transmitted
to the remote agents.

EventSentry Web Reports
The EventSentry Web Reports use the eventsentry_web user to access the database, which has a

different set of permissions in the EventSentry database than the eventsentry_swc user. The
eventsentry_web login is created when you install EventSentry with the setup or when you initialize a
new database through the action dialog in the management console.

The eventsentry_web user is only allowed minimum access to the objects (tables, columns) in the
EventSentry database, for example this user cannot add or delete event log records from the database.
As such, ewen if the password were to be compromised, the intruder would still not be able to modify or
delete records from the EventSentry database, though it could be used to retrieve data.

The password of the eventsentry_web user is stored in the configuration file of the web reports, the
WebReportsiconficonfiguration.xml file which by default is located in the installation folder of
EventSentry (e.g. C:\Program Files\EventSentry).

In order to keep the password of the eventsentry_web user secure, make sure that only
| authorized users hawe direct access to the WebReports\conflconfiguration.xml file on
the web sener.

Encryption
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If the EventSentry agents are transmitting event log data over an insecure medium, then it is
recommended to either utilize the collector senice or encrypt SQL communication between the client
(any EventSentry agent) and the database server. See Network Traffic Encryption for more information.

4.2.1 Network Traffic Encryption

Encryption with Collector

Network traffic between the agents and the database can be encrypted by utilizing the Collector senice,
introduced in EventSentry v3.2. The collector supports secure TLS encryption between the agents and
the collector, ensuring that data collected and transmitted by the agent cannot be intercepted by a third

party.

Traffic between the collector and the respective database is not encrypted, as such it's recommended to
install the collector on the database server or the same subnet as the database.

Encryption with the Database

The following chapters contain instructions on how to encrypt SQL traffic between the EventSentry
agents and the database sener hosting the EventSentry database when the collector senice is not being
used.

e Microsoft SQL Server

e PostgreSQL (Built-In)
e MySQL

4.2.1.1 Microsoft SQL Server

Encrypting traffic between the database and the agents is generally not necessary when
. utilizing the collector senvice, introduced in EventSentry v3.2.

Most ODBC drivers, including Microsoft SQL Serner®, transmit network traffic in clear text which can be
a problem in security sensitive environments. Microsoft SQL Server® supports protocol encryption which
encrypts all traffic between the client (=EventSentry agent) and the Microsoft SQL Sener®.

Using protocol encryption requires the following prerequisites:

¢ Certificate Senices installed on machine running SQL Sener
e Latest SQL Senver ODBC drivers installed on all clients (MDAC)

This chapter will guide you through the process of setting up Certificate Senices and requesting a
certificate so that SQL server can use protocol encryption. This chapter is based on using Windows
Senver 2003 for the OS and Microsoft SQL Sener® 2000/Microsoft SQL Server® 2005 for the database.

1. Install Certificate Services
If certificate senices are not already installed on your domain, follow the appropriate instructions
below:

Windows Server 2003
Windows Server 2008 and later

2. Configuring the MMC snap-in
In order to manage/create certificates you need to configure an MMC for the certificate senices. To
open the Certificates snap-in, follow these steps:
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To open the MMC console, click Start, and then click Run. In the Run dialog box type: mmc

On the Console menu, click Add/Remowve Snap-in....

Click Add, and then click Certificates. Click Add again.

You are prompted to open the snap-in for the current user account, the senice account, or for the
computer account. Select the Computer Account.

Select Local computer, and then click Finish.

Click Close in the Add Standalone Snap-in dialog box.

Click OK in the Add/Remowve Snap-in dialog box. Your installed certificates are located in the
Certificates folder in the Personal container.

3. Installing a certificate on the server
In the MMC, click to select the Personal folder in the left-hand pane. Right-click in the right-hand pane,
point to All Tasks, and then click Request New Certificate....which will bring up the dialogs shown below:

E Consolel - [Console Root\ Certificates (Local Computer)\Perscnal]
&4 File Action View Favorites Window Help
o= @ B|l08E HE

| Console Root Object Type
v _?)J Certificates (Local Computer)

| Personal

| Trusted Find Certificates...
Find Certificates... All Tasks ]
Request New Certificate... View -]
Import... Mew Window from Here
Advanced Operations > Mew Taskpad View...

| Chent A

‘ Previ Refresh

| Preview

“| Remote Export List...

. Smart C Help

| Trusted

| Web Hosting ||
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=5 Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Cancel

The Certificate Request Wizard dialog box opens. Click Next. Select Computer as the Certificate
type.
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[ Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enraoll.

Active Directory Enrollment Policy
[~] Computer i) STATUS: Available Details v

[]5how all templates

Cancel
Certificate Request Wizard x|

Certificate Friendly Name and Description

You can provide a name and description that help you quickly identify a specific
certificate.

Type a friendly name and description For the new certificate.

Eriendly name:

Database Encryption

Description:

< Back I Mlext = I Zancel
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Certificate Request Wizard x|

Completing the Certificate

izard
Request Wizar

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Name Database Encryption
Computer Name TESTZ-W2k3
Certificate Template  Computer

< Back I Finish I Cancel

In the Friendly Name text box you can type a friendly name for the certificate or leave the text box
blank, and then complete the wizard. After the wizard finishes, you will see the certificate in the folder
with the fully qualified computer domain name.

4. Requiring database encryption for all communication
Once the certificate is installed you can configure the SQL Server to "Force protocol encryption”.
e For SQL Server 2000
Navigate to Start -> Programs -> Microsoft SQL Server and open the "Server Network Utility". Activate

the "Force protocol encryption” checkbox and click OK. From now on clients will encrypt all traffic when
they communicate with the database senver.
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£ sQL server Network Utility

General | Metwork Libraries

Instance(z] on this server: RHIMO
Dizabled pratocaols; E nabled protocalz:
Nan'!ed Fipez Enahie s> TCR/P
Mulbiprotocol
MwiLink [P /S =
fppleT alk <« Dizable
B anpan Yines
Wil
: Properties...
¥ Force protocol encruptions
[T Enable WinSock prosy
WinSock prowy address: I
WinSock progy pork I
k. I Cancel Apply Help

e For SQL Server 2005 and later

Navigate to "Start -> Programs -> Microsoft SQL Sener 2005-> Configuration Tools" and open the
"SQL Server Configuration Manager". Expand "SQL Server 2005 Network Configuration”. Right click on
"Protocols for MSSQLSERVER" and choose Properties. Set "Force Encryption” to "Yes" then click on
the Certificate tab where you hawe to select the certificate you created abowe.
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Protoceols for MSSCLSERVER Properties

Flags  Certificate Advanced

Bl General
Force Encryption Yes
Hide Instance Ma

Force Encryption
Turn an or off encryption for selected server instance

Concel | [1R080

Help

21
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Protocols for MSSQLSERVER Properties 7| x|

Flags Certficate I.Pudvanc:ed I

| Cetficate: i | Clear |

Expiration Date
Friendly Mame
Issued By
Isszued To

Expiration Date

QK I Cancel Amply Help

Windows Server 2003 and earlier: All clients communicating with the SQL Server will need
an up-to-date SQL Server ODBC driver installed in order to support encryption. If a machine is
unable to communicate with the database server after you enabled encryption, installing the

latest MDAC (Microsoft Data Access Components) from MDAC Downloads will usually resolve
the problem.

4.2.1.1.1 Install Certificate Services (Window s 2000-2003)

1. Installing Certificate Services

You will only need to follow these steps if you do not have certificate senices running in your domain. If
you already hawe a certificate server in your domain then you can skip step 1.

Navigate to "Start -> Settings -> Control Panel -> Add/Remowve Programs" and click "Add/Remove
Windows Components" which will bring up a screen similar to the one shown below:
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Windows Components YWizard b

Windows Components
Y'ou can add ar remove companents of Windowes.,

To add or remove a compaonent, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click

Detailz.

Components:

W =) Accessonies and Utilities 49 MB ﬂ
ﬁ.ﬁ.pplicatiun Server 334 ME

fic % 1.4 ME

] [ E-mail Services 1.1 ME
[] ¢&& Fax Sarvices FOMR T

Description:  nztallz a certification autharity [CA] toizsue certificates far uze with
public key securnty programs.

Total dizk space required: h.2MB Diatans |
Space available on disk: 7707 ME =i

< Back I Heut » I Cancel | Help I

Check "Certificate Services" and click next. Click "Yes" on the confirmation dialog if the imposed
restrictions are OK. On the next screen select the appropriate certificate authority type for your network.
Please refer to the Windows Server documentation for more information. In our example we will be
installing an "Enterprise Root CA" since it is the first CA server:
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Windows Components Wizard 3 5]

CA Type
Select the type of CA o want ba set up.

i~ Enterprize subordinate Ca
" Stand-alone root C&
" Stand-alone subaordinate Cé

Dezcription of G, type
The most frusted CA in an enterprize. Shouwld be installed before any other Ch.

[T Use custom settings to generate the key pair and C&, certificate

< Back I Hexut » I Cancel | Help |

Please note that the following screenshots might look differently depending on the type of CA you
select here (the screenshots shown are based on the "Enterprise root CA" selection). On the next
screen enter the "CA Identifying Information”. Make sure that you enter a good common CA name and a

specify a validity period that is long enough:
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oz m——e
1

i Windows Components Wizard i
i iz ;
| CA ldentifying Information

Enter information o identify this CA,

25

LCommon name Far thiz b

Default Ch Server

Digtinguizhed name suffis;

D C=testground, DC=local

Breview of distinguizhed name:

CH=Tezt-Certif. D C=testground, D C=local

alidity period: Expiration date:
[ 10 ] years =} 3/B/2005 3.01 &M

< Back I et » I Cancel

Help

After clicking Next confirm the following dialogs and click "Finish" to complete the setup of the CA.
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Jromimmm— e
1

i Windows Components Wizard i
I g :
| Certificate Databasze Settings
Enter locations for the certificate database, database log, and configuration
inforrnation,

Certifizate database:

Certifizate database log;

C:AWAR DWW S apetem3Z2hCeartlog Browze. . |

™ Store configuration information in a shared folder
Shared folder:
I Browse,..

[T Fieserve existing certificate databasze

< Back I Mest » I Cancel | Help |

Microsoft Certificate Services 3 5[

' To complete the installation, Certificate Services musk temporarily stop the Inkernet Information Services, Do you
L] wank ko skop the service now?
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Windows Components Wizard X

Configuring Components
Setup iz making the configuration changes you requested.

" 4 Pleaze wait while Setup configures the components. Thiz may take
e ] zeveral minutes, depending an the components selected.

Status: Copying files. ..

¢ Back, | Hext l

Windows Components Wizard

Completing the Windows
Components Wizard

You have successiully completed the Windows
Companents Wizard.

To cloge thiz wizard, click Finizh.

ey
Hack

Help |
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4.2.1.1.2 Install Certificate Services (Window s 2008-2012)

You will only need to follow these steps if you do not have certificate senices running in your domain. If
you already hawe a certificate sernver in your domain then you can skip this step.

Open "Server Manager":

E__ Server Manager _IEIIEI

File  Acton View Help

=27z H

i Server Manager Roles
i.‘r Roles

Features

Diagnostics . View the health of the roles installed on your server and add or remove roles and
© features.

é Configuration

=5 Storage

| ‘_;,.' Roles Summary Roles Summary Help

'5‘.-‘ Roles: 0 of 18 installed iﬁ Add Roles

F&= Remove Roles

1| | 2

4 |_>| {'ﬁ‘. Last Refresh: 7/2/2015 12:22:08 PM  Configure refresh

In "Sener Manager" select Roles in the left pane, then Add Roles in the right pane.
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Add Roles Wizard

Before You Begin

Server Roles

AD C5
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Mame
Certificate Request
Certificate Database
Confirmation
Progress

Results

Select Server Roles

Select one or more roles to install on this server,
Roles:

|:| Active Directory Federation Services

[] Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[] application Server

|:| DHCP Server

|:| DNS Serwer

I:‘ Fax Server

[] File services

] Hyper-v

[ Metwork Policy and Access Services

[] Print Services

[] Terminal Services

|:| UDDI Services

[ web Server (115)

[] windows Deployment Services

[ windows Server Update Services

More about server roles

Description:

Active Directory Certificate Services
AD CS)is used to create certification
authorities and related role services
that allow you toissue and manage
certificates usedin a variety of
applications.

< Previous | MNext = I Install | Cancel |

Place a check mark in the check box for Active Directory Certificate Senices. Click Next. On the
‘Introduction to Active Directory Certificate Senices’ window, you can read up on the certificate senices
technology, how to manage a CA, and naming. Click Next.
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Add Roles Wizard |

Select Role Services
Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Rale services: Description:

— - Certification Authority (CA) is used to
Certification Authority issue and manage certificates.

[] certification Authority Web Enrollment Multiple CAs can be linked to form a
public key infrastructure.

Certificate Request
Certificate Database

Canfirmation
Progress

Results

More about role services

< Previous I Mext = | Install | Cancel

On the ‘Select Role Senices’ page, make sure Certification Authority is selected. Click Next.
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Add Roles Wizard

ﬁ% Specify Setup Type

Certification Authorities can use data in Active Directory to simplify the issuance and management of

Before You Begin
certificates. Specfy whether you want to set up an Enterprise or Standalone CA.
Server Roles pecify b £ H
e " Enterprise
Role Services Select this option if this CA is @ member of a domain and can use Directory Service to issue and manage
- certificates.
Setup Type
CAT
5% ' standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates, A
standalone CA can be a member of a domain.
Cryptography
CA Mame
validity Period
Certificate Database
Confirmation
Progress
Results

More about the differences between enterprise and standalone setup

< Previous I Next > Install Cancel

On the ‘Specify Setup Type’ page, select Standalone. Click Next.

The screen shots shown are based on the "Enterprise root CA" selection, there may be
differences depending on the type of CA you select.
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Add Roles Wizard

Specify CA Type
Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKI). Aroot CAis a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.
AD C5
Role Services * RootCA
Setup Type Select this option if you are installing the first or only certification authority in a public key infrastructure.
¢ Subordinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
infrastructure.
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results

Maore about public key infrastructure (PKT)

< Previous | Mext = I Inztall Cancel

On the ‘Specify CA Type’ page, leave Root CA selected and click Next.
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Add Roles Wizard

On the ‘Set Up Private Key’ page, leave Create a new private key selected and click Next.

33
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Add Roles Wizard

Before You Begin

Server Roles

AD C5
Role Services
Setup Type
CA Type
Private Key

Cryptography

CA Name
Validity Period
Certificate Database
Confirmation
Progress

Resultz

Configure Cryptography for CA

To create anew private key, you must first selecta cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
value for key length will result in stronger security, but increase the time needed to complete signing
operations.

Select a cryptographic service provider (CSP): Key character length:
REA#Microsoft Software Key Storage Provider j I j

Select the hash algorithm for signing certificates issued by this CA:

md2

md4
_4m= | B

[~ Use strong private key protection features provided by the CSP (this may require administrator interaction
every time the private key is accessed by the CA)

More about cryptographic options fora ca

< Previous | Mext = I Install | Cancel |

On the Configure Cryptography for CA page, leave the defaults selected or adjust as necessary and click

Next.
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Configure CA Name
Before You Begin Type in @ common name to identify this CA. This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.
Server Roles
AD C5 Common name for this CA:
Role Services testground-DB3-MSSQL2003-CA
Setup T
tup Type Distinguished name suffix:
CA Type DC =testground,DC =local
Private Key
Cryptography
CA Name Preview of distinguished name:
Validity Peri CN=testground-DB3-M35QL 2008-CA,DC =testground,DC =local
Certificate Database
Confirmation
Progress
Results

Maore about configuring a CA name

< Previous | Mext = I

Install

Cancel

On the ‘Configure CA Name’ page, set the common name to the same as the sernver name. Click Next.
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Add Roles Wizard

Set Validity Period
Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.
ADCS
Role Services Select validity period for the certificate generated for this CA:
5 -
Setup Type IYears I
CAType CA expiration Date:  7/2/2020 12:24PM
Note that CA will issue certificates valid only until its expiration date.
Private Key
Cryptography
CA Mame
Validity Period
Certificate Database
Confirmation
Progress
Results

More about setting the certificate validity period

< Previous | Next > I Install | Cancel

On the ‘Set Validity Period’ page, set to 5 years or adjust based on your needs. Click Next.
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4.2.1.2

Add Roles Wizard x|
l" -
*  Configure Certificate Database
Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used to monitor management activity for a CA.
Server Roles
AD Cs Certificate database location:
Role Services IC:\,Windows\,systemSZ‘l,Cerﬂ_og Browse. .. |
Setup Type
™ | Use existing certificate database from previous installation at: this location
CAT
¥pe Certificate database log location:
Private Key
IC:\.Windows‘lsyshemSZ‘l.Cerﬂ.og Browse... |
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results

< Previous | MNext = I Install | Cancel |

On the ‘Configure Certificate Database’ page, leave the defaults set or adjust to your needs. Click Next.

On the ‘Confirm Installation Selections’ page, you can review your choices or click Back to make
changes. Once satisfied click Next.

After the ‘Installation Progress’ page finishes, you can view your ‘Results’.

PostgreSQL
I Encrypting traffic between the database and the agents is generally not necessary when
. utilizing the collector senice, introduced in EventSentry v3.2.

First, install OpenSSL from http://slproweb.com/products/Win320penSSL.html in order to create the
required certificates.

Open the command prompt as an administrator (Run as administrator) and navigate to the OpenSSL
directory (c:\OpenSSL-Win32 by default):

1. Set the environment variable for OPENSSL_CONF:
set OPENSSL_CONF=c: \ QpenSSL- W n32\ bi n\ openssl . cfg

2. Generate a CA certificate:
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openssl genrsa 2048 > ca-key. pem

openssl req -shal -new -x509 -nodes -days 3650 -key ca-key.pem-out ca-
cert.pem

3. Generate a server certificate:

openssl req -shal -newkey rsa: 2048 -days 3650 -nodes -keyout server-
key. pem -out server-req.pem

openssl x509 -shal -req -in server-reg. pem-days 3650 -CA ca-cert.pem -
CAkey ca-key.pem -set_serial 01 -out server-cert.pem

openssl rsa -in server-key.pem -out server-key. pem

4. Generate a client certificate:

openssl req -shal -newkey rsa: 2048 -days 3650 -nodes -keyout client-
key. pem -out client-req. pem

openssl x509 -shal -req -in client-req. pem-days 3650 -CA ca-cert. pem -
CAkey ca-key.pem -set_serial 01 -out client-cert.pem

openssl rsa -in server-key.pem -out server-key. pem

5. Conwert and move the generated files to the postgreSQL data directory:

openssl x509 -outformpem-in ca-cert.pem-out root.crt

openssl rsa -in server-key. pem-out server.key

openssl x509 -outformpem-in server-cert.pem-out server.crt

copy root.crt "C:\Program Fi |l es (x86)\Event Sentry\data96\root.crt"
copy server.key "C\Program Fi |l es (x86)\Event Sentry\ dat a96\ server. key"
copy server.crt "C\Program Fil es (x86)\Event Sentry\ data96\server.crt"

The built-in PostgreSQL database on EventSentry V3.2 and earlier is just named "data", e.qg.
. C:\Program Files (x86)\EventSentry\data.

6. Edit Postgresqgl.conf
Location: C:\Program Files (x86)\EventSentry\data96\postgresql.conf
7. Set "ssl = on" and uncomment the line.
Location: Line 80
8. Sawe postgresql.conf
9. Restart EventSentry Database senice
10. Open EwentSentry Management Console, expand "Actions" and click "Primary Database"
11. Click "Create ..." next to your connection string.

12. Select "Use SSL" and verify the rest of the data before clicking "Ok"
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Connection 5tring Helper -

To setup a basic ODBC connection string, enter as much
information as possible into the fields below and didk OK,

Database Provider: | PostgreSCL W | | QK |
Use latest installed driver

Server: | EventSentry | | Help |

Port (default = 0): Use S5L

Database; | EventSentry |

Usermame: | eventsentry_swvc |

Password: | T |

@ CQDBC drivers for this database are automatically
installed by the EventSentry agent.

13. Verify your connection string contains "sslmode=require"

Connection String {recommended)

| 1ase=EventSentry;Uid=eventsentry_svc;Pwd="***sslmode =require | IEI |Create |

14. Click "Test" and \erify the test entry was successfully written to the database.
15. Sawe the configuration in EventSentry Management Console
4.2.1.3 MySQL

Encrypting traffic between the database and the agents is generally not necessary when
. utilizing the collector senvice, introduced in EventSentry v3.2.

First, install OpenSSL from http://slproweb.com/products/Win320penSSL.html in order to create the
required certificates.

Open the command prompt as an administrator (Run as administrator) and navigate to the OpenSSL
directory (c:\OpenSSL-Win32 by default):

1. Set the environment variable for OPENSSL_CONF:
set OPENSSL_CONF=c: \ QpenSSL- W n32\ bi n\ openssl . cfg

2. Generate a CA certificate:
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openssl genrsa 2048 > ca-key. pem
openssl req -shal -new -x509 -nodes -days 3650 -key ca-key.pem-out ca-
cert.pem

3. Generate a server certificate:

openssl req -shal -newkey rsa: 2048 -days 3650 -nodes -keyout server-
key. pem -out server-req.pem

openssl x509 -shal -req -in server-reg. pem-days 3650 -CA ca-cert.pem -
CAkey ca-key.pem -set_serial 01 -out server-cert.pem

openssl rsa -in server-key.pem -out server-key. pem

4. Generate a client certificate:

openssl req -shal -newkey rsa: 2048 -days 3650 -nodes -keyout client-
key. pem -out client-req. pem

openssl x509 -shal -req -in client-req. pem-days 3650 -CA ca-cert. pem -
CAkey ca-key.pem -set_serial 01 -out client-cert.pem

openssl rsa -in server-key.pem -out server-key. pem
5. Create a subfolder in the main MYSQL directory named "MySQL-SSL" and transfer the files there.
6. Update my.ini and add the following lines

[client]

ssl -ca=C:. \ Program Fi | es\ MySQ.\ MySQL- SSL\ ca-cert. pem

ssl-cert=C. \ Program Fi | es\ M\ySQ.\ MySQ.- SSL\ cl i ent-cert. pem
ssl - key=C: \ Program Fi | es\ MySQ.\ MySQ@.- SSL\ cl i ent - key. pem

[ nysql d]
ssl -ca=C: \ Program Fi | es\ MySQ.\ MySQL- SSL\ ca- cert. pem
ssl -cert=C \ Program Fi | es\ MySQL\ MySQL- SSL\ server-cert. pem
ssl - key=C: \ Program Fi | es\ M\ySQ.\ MySQ.- SSL\ ser ver - key. pem
7. Restart the MySQL seneer.
8. Transfer the generated files to your EventSentry server

9. From within EventSentry Management Console click the "Actions" tab and select or add "Database"

10. On the right panel click "Manage ODBC ..."
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Database (db)

_] Connection String {recommended)
& | | ] [ereate.]

DSM
DSM Mame: | v | | Refresh | N When using DSMs, then
the referenced SYSTEM
Lsername: | DSM needs to be
present on all hosts
Password: | using this action.

Test & Initialize

Lé;] | Initialize or Update Database | [é

General Options

Table Prefix: | | [ ]1gnore Binary Data

[ ] Extended Error Logging

[] Enabled Log... | | Schedule ... | |Threshuld | |Truubleshnut| | Help

11. Click "System DSN" and "Add..."

12. Select "MySQL ODBC 5.1 Driver" from the list and click "Finish"
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Select a driver for which you want to set up a data source.

MName

Microsoft Test-Treiber ("t ; *.cav)
MySQL ODBC 5.1 Driver

MySQL ODBC 5.3 ANSI Driver
MySGL QODBC 5.3 Unicode Driver
Postgre SQL ANSI

Postgre SGL Unicode

S0L Server

L)

B L0 Wn noin o =D

[<] n

13. Insert your information into the prompt and click "Details > >"

AR

MysOLU
Connector/ODBC

Connection Parameters

Data Source Mame: | MySQL

Description: | My5QL

(@) TCP/IP Server: | Server|

() MNamed Pipe: |

User: | eventsentry_svc

Password: | bl

Database: | EventSentry
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14. Click the SSL tab and setup the following fields:

SSL Key: This is the client-key.pem file

SSL Certificate: This is the client-cert.pem file

SSL Certificate Authority: This is the ca-cert.pem file

SSL CA Path: This path is where the previous three files reside.

MySQL Connector/ODBC Data Source Configuration -

-

| —_. 1
MySOL i
Connector/ODBC -

Connection Parameters

Data Source Name: | MySQL |

Description: | MySQL |

() TCP/IP Server: |5er'».rer | Part: |33DE |

() Mamed Pipe:

User: | eventsentry_svc |

Password:

Database: |E'u'ent5entry v| | Test |

Connection | Metadata | Cursors/Results | Debugl S50 Misc

sSLKey | Cicerts\dientkey.pem | [o]
SSL Certificate | C:\certs\dient-certpem | [..]
55L Certificate Authority | C:\certs\ca-cert.pem | B
SSL CA Path | Ci\certs |
SSL Cipher | |

[ ] verify S5L Certificate

o | (o ][ o
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15. Deploying the client certificate files

The three client certificate files need to be deployed to all agents transmit data
encrypted to the MySQL sener. The files can be deployed manually, using an existing 3rd party solution,
or using the free AutoAdministrator tool ("File Management" feature) from NETIKUS.NET.

16. Click "Test" and you should have a successful connection using SSL.
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4.3

Agents

Even though the EventSentry agents hawe little attack surface and no security winerabilities have been
discowered with the EventSentry agents in the past, it might be desirable to modify the account the
EventSentry service is running under.

By default, the EventSentry senice runs under the LocalSystem account, which gives the
EventSentry agent nearly unlimited access to most system resources on the local machine. This is
necessary since a regular user, for example, does not have enough permissions to read the security
event log or read performance data.

If you are running Windows 2000 or higher, then you can manually change the account the agent is
running under by following these steps below:

Create User Account
1. Create a new regular domain user account in your domain, e.g. "EventSentry". It is recommended
that you specify in the user account description that this account is used by the EventSentry agents.

Give Permissions for EventSentry Configuration
2. Windows 2003 & later: Open the registry editor regedit.exe and select the key

HKLM\Software\netikus.net\EventSentry. Then, right-click the key and select Permissions from the
menu and add the newly created user account to the list with Full permissions.

3. If you plan on using debug logging, then the newly added user also needs write access to the %
SYSTEMROOT% directory so that the debug log files which reside in this directory can be created and
updated.

Give Permissions for Security Event Log
4. Open the Domain Security Policy (Start -> Programs -> Administrative Tools) and navigate to

Security Settings -> Local Policies -> User Rights Assignment.
5. Add the newly added user to Log on as a service.
6. Add the newly added user to Manage auditing and security log.

Give Permissions for Performance Monitoring

7. Windows 2003 & later: Open the registry editor regedit.exe and select the key
HKLM\Software\MicrosofttWindows NT\CurrentVersion\Perflib. Then, right-click the key and select
Permissions from the menu and add the newly created user account to the list with Read permissions.

Change Senice
8. Open the Services application (Start -> Programs -> Administrative Tools) and locate the

EventSentry service. Double-click the senice and select the Log On tab.
9. Select "This account” and specify the new user account for the senice.
10. You will have repeat steps 5-6 on all computers running the EventSentry agent.
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4.4

Collector

Utilizing the collector senvice, introduced in EventSentry V3.2, will enhance security in a variety of ways
as described below.

Traffic Encryption

The collector supports both clear text (not recommended) as well as TLS encryption. Installing the
collector senice on a more recent version of Windows will ensure that a more secure cipher with a higher
bit length will be utilized.

Security Level
Only the medium or high security levels are recommended.

Basic
The basic security level is only recommended for environments where the remote agents connecting to
the management console are not listed in the management console.

Medium

The medium security level only lets agents which are listed in a group in the management console
connect. This security level should work in almost all environments and is necessary when agents are
connecting externally from the Internet through a firewall.

High

The high security level only supports environments where a reverse lookup of a remote agent's IP
address can successfully be resolved to a host name, which will in turn need to match the host name
configured in the management console. This security level may not work in a scenario where a remote
agents connect from the Internet.

Enhanced Action Security

To awid transmitting the database login credentials (the password of the eventsentry_svc user) to
remote agents, it's recommended to configure a database action for enhanced security, which prevents
the password from being transmitted and stored on the agent(s). Since the agents connect the collector
and not the database, the agents do not require the login credentials.

Since only the EventSentry agents support the collector, any host running other EventSentry software
(e.g. database import utility, heartbeat senice, network senices) will still require the full database
connection details. A host running additional EventSentry components can be configured to be a trusted
host, by editing the host and checking the "Trusted Host" check box.

Network Authorization
Configuring authorized and blocked networks is recommended wherever possible. Blocked networks
always take precedence over authorized networks.
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45 Sysmon

Sysmon, a free utility that is part of the Microsoft Sysinternals Suite, enhances the built-in process
auditing capabilities of Windows by providing additional details about processes, most importantly
network activity. Analyzing all network activity of processes can help detect Malware and other threats in
real time as well as aid with forensic analysis.

Since Sysmon is a free utility and can be automatically installed with EventSentry, it is recommended to
deploy Sysmon to all monitored hosts and capture relevant events from Sysmon. The type of information
that Sysmon captures is configurable, and the configuration template provided by SwiftOnSecurity (see
below) is a good starting point.

To install Sysmon using the SwiftOnSecurity template, follow the steps below:

¢ Download Sysmon and extract the executables into a temporary folder

¢ Download the SwiftOnSecurity template from https://github.com/SwiftOnSecurity/sysmon-config and
store it in the same directory as sysmon

e Runsysnon64. exe -accepteula -i sysnonconfig-export.xm

e Monitor the M cr osof t - W ndows- Sysnon/ Oper ati onal ewent log

e Setup alerts (optional)

o Built-ln event log filters that can identify malicious activity based on Sysmon events are
available here.

Event Viewer

o Event ID: 3 Local System Time: Mon 2020-10-12 11:42:47 AW G
Type: Information Event Log: Micros oft-Windows-
Sysmon/Operational
Number: 22717980 Computer: @
Source: Microsoft-Windows-Sysmon User: MNT AUTHORITY\SYSTEM
Category: Metwork connection detected (rule: =-7”
MetworkConnect) S

Metwork connection detected:

UtcTime: 2828-18-12 16:44:27.589

ProcessGuid: {8bb25b85-6cb2-5F34-9288-081855464d1c}
ProcessId: 22768

Image: C:\Program Files\Mozilla Firefox\firefox.exe
User:

Protocol: tcp

Initiated: true

SourcelsIpve: false

Sourcelp: .8.14

SourceHostname: local

SourcePort: 6865

SourcePortName:

DestinationIsIpvs: false

DestinationIp:

DestinationHostname:

DestinationPort: 444

DestinationPortName:

MyEventlog Lookup
EventID -3

No action history for this event
How to configure an action?

Sysmon event showing a network connection initiated by Firefox
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Event Log Monitoring

EventSentry monitors your event logs so that you can receive certain events via email and to consolidate
some or all events into a supported database. You can control which events are forwarded to which
notification (please remember that a database is, from EventSentry's point of view, just another
notification) with filters.

As such, you will need at least one filter package with an include filter to receive events via email. You
can use exclude filters to exclude certain events from being forwarded to a notification.

Exclude Filters and Thresholds

One of the biggest challenges with receiving event log alerts through mediums such as email is to cut
down on the number of alerts you receive. We have addressed this problem with exclude filters and
threshold options which can be set for include filters. Exclude filters, as the name implies, allow you to
exclude certain events from reaching a notification. Thresholds allow you to limit the number of events
that are processed based on time intervals.

Catch-All Packages

Filter Packages can be configured to be "Catch-All"* packages, meaning that the filters they contain will
processed after all other include filters are processed. This is not relevant for exclude filters (which are
always processed before a notification is sent out), but important when you work with include filters that
have thresholds applied to them.

If you are using threshold filters that are not in the same package as your "Catch-All" filter (see Event
Log Alerts) then it is important that you set the filter package containing your main include filter to be a
"Catch-All" package.
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5.1

5.11

Event Log Alerts

Event Log alerts allow you to receive critical system information through notifications such as email,
pager and so forth. It is important to understand that all System Health features of EventSentry log errors
and warnings to the application event log which makes it imperative to have event log filters setup that
forward warnings and errors to you.

EventSentry ships with a number of default packages containing mostly exclude filters. These exclude
filters have been setup to cut down on the number of false positives you would receive compared with a
single include filter that forwards all errors and warnings.

When setting up your filter rules, you can basically take two different approaches:

1. Receive all warnings and errors except for certain warning and error events that are non-critical
2. Receive only selected events

This is similar to the approach you have to take when configuring firewalls: You can either configure the
firewall to let everything through but block certain senvices, or block everything and only let certain
senices through.

We recommend that you take the first approach and configure EventSentry to send you all
Errors and Warnings and exclude non-critical Warnings and Errors you might be getting.

o The reasoning behind this is quite simple - it is almost impossible to know in advance what
events you will be receiving from your seners. By only including events that you anticipate,
you are potentially loosing out on being notified when a serious and unexpected error occurs.

Organizing Filters with Folders

Filters are always grouped into one or more event log packages, and are often organized and assigned in
one of three ways:

o filters apply to all hosts network-wide, and are assigned globally

o filters apply to a select number of hosts which share common properties - the package is applied to
a group or select number of hosts

o filters apply to a single host only, package is applied only to one host

While creating an event log package designated for a single host can make sense, we recommend
organizing filters with folders whenewer there are some commonalities among more than one host.

For example, when managing filters for 5 senvers, all of which require a small number of customer rules,
it can be helpful to create folders based on the host nhames. But of course other naming schemes can
work equally well - as long as they make sense to you and your team.

To make sure that a filter inside the package only applies to a select number of computers, specify the
computer name in the "Computer" field of the filter. The "Computer" field supports multiple host names
separated by a comma as well as wild card characters.
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512

E‘El Example Package General | Threshold | Timers | Hour / Day | Custom Event Logs
.1 SRV-DB-01
E ﬂi Transaction Log Full Actions: |Important SMTP [ Trigger all actions

=5 SRV-EXCH-01

- Add ... Delete
) Exch Thresheld 1

; 6 Mailbox Error Log Event Severity

BD SRV-FILE- El [ Application @ [ birectory Service {;} [Jinformation
) Mnmb =

{#] [ security {#t] [IFile Replication A warning (7 []Audit Success
7 =
i (] system ] [JoNs Seryer &) [error £ [ Audit Failure

more ...
Filter Settings Details
n Event Source: | mrxsmb W
e () Indude
Category:
(®) Exclud
@ ®exduce Event ID: 3019 -
. Username:
Advanced ...
Computer: SRV-FILE* W
Content Filter & Motes
= Content| o0 Filtertext
"G, Fiters; | P
+
|=] Motes:

In the example abowe, the filters are grouped into folders, whereas each computer (or multiple
computers in the case of SRV-FILE-*) has its own folder. The filter itself is always associated with one or
more computers.

You can assign this package then either to the computers in question, or make the package global.
Making this package global is possible since the filters only apply to computers whose name matches
the "Computer" field in the filter.

Excluding Events

The amount of warning and error events logged to the Windows application and system event logs can
sometimes be overwhelming. Unfortunately, many events that are not critical errors or warnings are still
logged as such to the event log(s) and will by default be forwarded to your email.

With EventSentry you can exclude events that you are not interested in receiving either from all or
selected notifications through Exclude Filters. For example, you can exclude repetitive non-critical
events from your email notification, but still have them forwarded to a database.

The default installation of EventSentry comes with a number of packages that attempt to
reduce and suppress the amount of false alerts you will receive from EventSentry by email by
including several filter packages with exclude filters for the most common warnings and errors
(e.g. the Windows NT-2k-2k3 Server package).
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The vast amount of software and ewvent log messages logged make it extremely difficult
however to offer exclusions for all non-critical events. If you did create custom exclude filters
then we encourage you to export your configuration and email it to us so that we can include
this information in our default filter packages.

Creating additional Filter Packages for Exclude Filters
If the default packages do not exclude enough events, and non-important error messages are still
emailed to you, then you can create one or more filter packages with custom exclusion filters.

If you only plan on adding a small amount of exclude filters (e.g. 5-10) then it is usually enough to
create just one filter package. You can also use folders inside the filter package to group filters if they
share common elements.

If you plan on adding a large amount of filters however (e.g. 30) then we recommend that you create
multiple filter packages for your exclude filters. We generally recommend that you group your exclude
filter packages based on the type of events they include. For example, you can create one filter package
for your file seners, and one exclude filter package for IIS related events and then assign those two
packages accordingly.

Excluding events directly from the built-in Event viewer
Instead of creating an exclude filter manually from scratch you can have EventSentry create most of
the filter properties automatically for you.

Simply locate the event you would like to exclude in the built-in event viewer (if the event is on a remote
computer then you will need to open the event log on the remote computer first by right-clicking the
"Event Log Viewer" container), right-click the event and select "Add Exclude Filter".

When prompted, enter a name and select a package for the filter and EventSentry will create the filter
in the package for you. Once the filter has been created you will need to assign a notification (if no
notifications are set on a package level) and optionally mowe it to a different position in the package.
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5.2

521

Security Alerts

Receiving security alerts via email (or similar notifications) often requires additional steps so that your
email inbox is not flooded with audit failure events.

Filter thresholds allow you to accommodate most scenarios in which you want to receive notifications
based on events in the security event log. Common scenarios include requirements such as:

be notified if a user attempts to login with a wrong password more then Xtimes in Y minutes
be notified if there are a large amount of audit failures during a short time interval

be notified when a .exe file in the system32 directory has been modified

be notified when certain applications (.exe files) are launched

The pages in this chapter will explain how to accomplish some of the above scenarios using filters and
threshold options. Please click the following links for more examples:

1. Threshold filter to detect a large amount of audit failures
2. Threshold filter to be notified when a user logs in with wrong password
3. Include filter to detect file changes in selected directories

Large Amount of Audit Failures (Threshold)

You can use threshold filters in a variety of scenarios, one of them being to notify you when a large
amount of audit failures are written to the event log.

This is especially useful when used in combination with a database consolidation: Once unusually high
activity is detected in the security log you can immediately investigate the events collected in the central
database.

Let's assume that any given domain controller gets approximately 50 audit failures an hour, and you
would like to be notified if more than 100 are logged in an hour.

To accomplish this, create an include filter that matches Audit Failure events (e.g.
Log=Security; Severity=Audit Failures) and add the following threshold options to the filter. An explanation
is giving below the screenshot.
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/ Enable Threshold ~ Threshald Interval
= Limit [ 100 |2 jn |1 + hour(s) v

- -

.ﬁ Thresholds help you
limit the amount of
events that are [|Forward events before threshold is reached

processed by a
notification, or detect [ Forward events after threshold has been met

whether a certain [ IFarward first event only
event (or group of
events) ooours a

Event Processing

specified number of el
times during a set Log when threshold is met
time interval.
[ Log when threshold iz metjexceeded and interval iz elapsed
Wizard ...

Z| Leg as: |Errar W

Threshold Cptions
Match events based on:

(@) Filter (every event processed by this filter);

(_)Event (every event that shares the same properties below)
Log Severity Source Category

1D |sername Text (Details)

Event Logging: Log when threshold is met

Checking this box will ensure that an Error event (according to the pull down selection right below it) is
logged to the event log when 100 events have been written to the event log. The actual events are not
forwarded to the notification.

Match events based on: Filter
Since we need to match all events, regardless of their detailed properties, the filter should increase its
internal threshold counter with every event that matches the filter.

5.2.2 Wrong Password (Threshold)

Audit Failures pertaining to failed logon attempts are a common scenario on domain controllers in large
networks, and setting up a filter to notify you when a user types in the wrong password will most likely
result in hundreds of emails being sent to you.

In this example we will want to be notified if somebody types the wrong password more than 15 times
during 10 minutes (or less).

To accomplish this, create an include filter that matches failed login attempts (e.g.
Log=Security; Severity=Audit Failures;Event Source=Security;Event ID=675) and add the following
threshold options to the filter. An explanation is giving below the screenshot.
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/ Enable Threshold ~ Threshald Interval
= Limit | 15 “in |10 = minute(s)

.ﬁ Thresholds help you
limit the amount of
events that are [|Forward events before threshold is reached

processed by a
notification, or detect Forward events after threshold has been met

whether a certain Forward first event only
event (or group of
events) ooours a

Event Processing

specified number of el
times during a set [ |Log when threshold is met
time interval.
[ Log when threshold iz metjexceeded and interval iz elapsed
Wizard ...

Z| Leg as: |Errar W

Threshold Cptions
Match events based on:

() Filter {every event processed by this filter)
(®) Event (every event that shares the same properties below)

|:| Log |:| Severity |:| Source |:| Category
[ [ ]username Text (Detailz)

Event Processing: Forward events when/after threshold has been met

This option ensures that you are receiving events after the threshold of 15 has been met, however this
could still result in many emails being sent if somebody is trying 100 different passwords. The option
Forward first event only will make sure that you only receive the first event after the threshold has been
met, that is the 16th event.

Match events based on: Text (Details)

The default option for thresholds is "Match events based on Filter", which means that the internal
counter used by the threshold filter is increased every time an event matches the filter, even if it is from
different user accounts. This is clearly not desirable in this case, as we want the filter to have a separate
internal counter for each user.

This setting essentially tells the filter to keep/start a separate counter for each unique event text it
counters. For this example an event text that is logged on the domain controller might look like this:

Pre-authentication failed:

User Nane: nyuser

User I D: MYDOVAI N\ nyuser

Servi ce Name: krbt gt/ NETI KUSNET
Pre- Aut henticati on Type: 0x2

Fai |l ure Code: 0x18

Cient Address: 192.150. 3. 20

It is also possible to filter this event on the workstation, in which case the event id would be 529 and
the event text would look different:

Logon Fai l ure:
Reason: Unknown user name or bad password
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5.2.3

User Nane: nyuser

Donai n: MYDOVAI N

Logon Type: 7

Logon Process: User32

Aut henti cati on Package: Negotiate
Wirkstati on Name: WORKSTATI ON1

It might be tempting to click the Username checkbox instead of the Text (Details) checkbox, however
this would not work since all events are logged by the NT AUTHORITY\SYSTEM user account.

Event logs should be investigated immediately using the web reports on event viewer when
| EventSentry notifies you of many failed login attempts so that corrective action (e.g.
temporarily disable the user) can be taken.

File Changes

If you combine the object auditing capabilities of the Operating System with event log monitoring
capabilities then you can be notified when a file is deleted in a directory.

In the following example we will configure Windows and EventSentry to notify us when a file is deleted
from the C:\Documents folder.

1. Enable Object Auditing

Before we can enable auditing on a folder, we need to enable "Audit object access" in the group policy
of your domain or sener. You can find this auditing object in the "Security Settings - Advanced Audit
Policy Configuration - System Audit Policies - Object Access" container. Make sure that at least
"Success" is selected:
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4 C?mputer Confisuration iis| Audit Application Generated Mot Configured
= Solf'tware SE‘ttI!"IgS sis| Audit Certification Services Mot Configured
“ g W'”EZ:ZSRE::'DE;DH Policy Audit Detailed File Share Not Configured
.__. Scripts (Startup/Shutdown) :: AUd?t File Share Mot Configurec.l
- = Deployed Printers :’: Aud?t Ffle S.ystem . Success a-nd Failure
4 %_:_,l Security Settings :’: Audit Filtering Platform f_nnns-rhnrj : Mot f_nr-lﬁnnrprl
: & Account Policies siv] Audi Audit File System Properties
> |4 Local Policies s Audi - :
» [ Windows Firewall with Advanced Se ] Audi Palicy | Explain
| Metwork List Manager Policies ] Aud
> [7] Public Key Policies sis Aud 4 Audit File System
» || Software Restriction Policies 55 Audi
> || Application Control Policies o) Audi

3 g IP Security Policies on Local Compul| 55 Audi

4 || Advanced Audit Policy Configuratio Cortigure the following audt events:

a |8y System Audit Policies - Local Gy Fresrs
» G5 Account Logon ]
+ |24 Account Management Failre

+ 55 Detailed Tracking
+ |5 DS Access
+ 24 Logon/Logoff
» |39 Object Access
» 139 Policy Change
» _:,_—:j Privilege Use
> 159 System
> [ Global Object Access Auditir
- ul Policy-based QoS
> | Administrative Templates
a 4%, User Configuration

» || Software Settings

> [ Windows Settings

> || Administrative Templates

2. Auditing a folder on Windows

After object access has been enabled, you need to configure auditing in the file system. Using
explorer, navigate to the folder you want to audit (C:\Documents in our case), right-click the folder and
select "Properties”.

On the "Security" tab, click the "Advanced" button to get to the "Advanced Security Settings" for the
folder. There, click the "Auditing" tab and select "Add". Now specify an account you would like to audit
(we recommend "Everyone") and select the following types of Access shown in the screen shot below:
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Principal:  Everyone Select a principal
Type: All v
Applies to: | This folder, subfolders and files v
Advanced permissions: Show basic permissions
[ Full control []write attributes
[[] Traverse folder / execute file [ write extended attributes
[ List folder / read data Delete subfolders and files
[ Read attributes Delete
[]Read extended attributes []Read permissions
[#] Create files / write data [] Change permissions
[#] Create folders / append data [[] Take ownership
[]Only apply these auditing settings to objects and/or containers within this container Clearall

After dismissing all the open dialogs with OK auditing will be enabled in the selected folder and
EventSentry is ready to forward events.

3. Creating an Include Filter

Now that the OS will log write access to the C:\Documents directory, we can add a filter that will
forward Audit Success ewvents to a notification based on the properties of the event and the details of the
event message. The filter below shows how to setup the filter text for this particular event 4659:
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General | Threshold | Timers | Hour /Day | Custom Event Logs

Actions: |Important SMTP [ ]Trigger all actions

Add ... Delete

Log Event Severity
{#t] [ Application  {#] [ Directory Service @ [information
@] [ security {#] [ File Replication My [warning Audit Success
] Osystem ] [Jons server € [error &) [ Audit Failure

More ..
Filter Settings Details
_ Event Source: W
@ @ Indude
Category: File System
() Exdud
@ Oexdude Event ID: 4659 =
Username:
Advanced ...
Computer: W
Content Filter & Motes
Content :
= T Filtertext
% Filters: L= HErtEx
String (#10) matches *DELETE*
El Motes:

To know when a file is being changed instead of being deleted, adapt the filter so it matches the screen
shot below:
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General | Threshold | Timers | Hour f Day | Custom Event Logs

Actions: |Important SMTP [ ] Trigger all actions

Add ... Delete

Log Event Severity
{#] ] Application [ | Directory Service @ [information
{#] [¥] security [ ]File Replication A\ [warning

@ Audit Success
] [Isystem [ ]DMs server

€ [error &) [ Audit Failure

more ..
Filter Settings Details
Event Source: W
@) ®Indude
Category: File System
() Excud
@ Opexdude Event ID: 4663 —
Username:
Advanced ...
Cormputer: W
Content Filter & Motes
51 Content ;
e T Filtertext
Filters: L= Heriex
String {£9) matches “riteData® -
[=] Motes: ||
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5.3

5.3.1

Recurring Events

Many software packages, including but not limited to backup software and antivirus software, log events
to the event log when certain repetitive tasks, such as a Virus definition update or a backup job have
completed successfully.

Instead of being notified every time such an event happens, EventSentry can \erify that these events have
been written to the event log during a preset time interval using the "Recurring Event" feature. If an
expected event does not appear in the event log, EventSentry will write an Error to the Application event
log.

Setting up recurring event is fairly easy, and requires you only to know what type of event you are
expecting and when you are expecting that event.

For more information on recurring events and more in-depth example please see the Backup with
EventSentry and NTBackup guide, available from the Guides section at http://www.netikus.net.

Verifying Backups & AntiVirus Updates

In this example we will setup a filter that will notify us when a backup event is not written to the event log
between 8PM and 5AM in the morning from Tuesday to Saturday. Windows backup logs an informational
ewvent to the Microsoft-Windows-Backup event log with event id 4 and the event source "Microsoft-
Windows-Backup".

1. Creating the recurring event filter
Create a new package or add a new filter to an existing package with general settings as shown in the
screen shot below:
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General | Threshold | Timers | i Hour /Day | L) Custom Event Logs

Log Event Severity
{#] ] Application [ | Directory Service @ Information
@] [ security []File Replication My [Clwarning T[] Audit Success
] Lsystem WCe € [error &) [ Audit Failure

TNOrE ...
Filter Settings Details
Event Source: | Microsoft-Windows-Backup W
@ ®Indude
Category:
() Exdude
a - Event ID: 4 Lookup
Username:
Advanced ...
Computer: | | W
Content Filter & MNotes
Content .
= T Filtertext
"=, Filters: L= Heriex
+
El Motes:

Then, configure the recurring event options by clicking on the Hour/Day tab and duplicating the
screenshot settings shown below:

@ You can configure this filter to only be active during certains hours of the day, summarize
- or write an error to the application event log when matching events do not ocour during the
specified time interval. See documentation for details.

Schedule Type: |Recurring Event  w

Active
.
e || Weekdays From To Interval
Mon, Tue, \Wed, Thu,Fri,5at,5un 20:00 0500

Restrict schedule(s) to |every w | day/week of the month
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5.3.2

The pushed buttons represent the hours between which the event should occur, and the schedule type
needs to be set to Recurring Event. If the event configured in the General tab of the filter does not
appear in the event log at the specified time, then EventSentry will log an Error to the Application event
log with the event id of 10620. Please see Recurring Event Filters in the manual for additional information.

If you don't have a Catch-All filter in place that forwards errors from the event logs to you, then
| you will need to add a 2nd filter to this or another assigned package that will forward the error
(LOG=Application;Source=EventSentry;|D=10620) logged by EventSentry to you.

One Event Every 10 Minutes

Let's say you have a custom application, written in-house, which logs an event to the event log every 5
minutes. You need to know when that application has stopped logging this key event, as it most likely
indicates the application is no longer running or is experiencing some other issue preventing it from
working properly.

o Starting with version 3.0.1, the recurring event filter supports checking for
any type of event in as little as one minute intervals.

To get notified when an event is no longer being generated, an event log include filter needs to be created
and configured as a "Recurring Event" filter. We will use a 10-minute interval (opposed to a 5-minute
interval) to allow for a buffer, but the filter can of course be set for 5 minutes as well.

Recurring Event Filter
Create an event log "Include" filter and configure the "General" tab based on the event properties.
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Log Event Severity

{#t] [¥] Application  {&] [ Directory Service @ Information
{#] [ security (@] [ File Replication A\ [warning
{#] [Jsystem {#] (] ons server

l@ [ ] Audit Success
e @ [Error =) [ Audit Failure

Filter Settings Details
_ Event Source: | OurCustomApplication W
Q) @ Indude
Category:
() Exdud
© Oexdude Event ID: 1000 —
Username:
Advanced ...
Computer: W
Content Filter & Motes
Content .
= T Filtertext
Filters: L= Hertex
Wildcard *still alive™
@ Motes:

Figure 1: The general settings of the recurring filter

Schedule Type: |Recurring Event  w

Active

o
g || weekdays From To Interval
Mon, Tue,Wed, Thu,Fri,Sat,Sun  00:00 00:00 every 10 minutes

Restrict schedule(s) to |every v | dayfweek of the month

Figure 2: The Hour | Day settings with a 10-minute interval

63

© <2004-2020> NETIKUS.NET Itd




64

EventSentry Best Practices

6

Event Log Consolidation

Many government regulations in the United States and other countries require you to collect and archive
event logs for a certain period of time. With EventSentry you can consolidate all or some of your event
logs, according to your rules, into any of the supported databases.

Database Consolidation can be setup very quickly and requires only a few steps. All of the steps below
are automatically performed by the installer if you have one of the supported databases available during
the installation. Please see Steps to Event Log Consolidation for more information.

e Create a database action in the management console
¢ Click the "Initialize or Update database" button to invoke the configuration assistant
o Create an event log filter that forwards some or all events to the database

Connection Strings vs. System DSNs

When creating your database notification you have the choose between using a System DSN and a
connection string. We strongly recommend that you use a connection string instead of a DSN, since
using a DSN will require you to create that same DSN on every computer that will be writing to the

EventSentry database. If you have to use a DSN, then you can use AutoAdministrator to push/duplicate
an existing DSN to remote computers.

ODBC Drivers

Built-In Database (PostgreSQL)
Included with EventSentry and installed automatically when PostreSQL is used.

Microsoft SQL Server
Included with Microsoft Windows

MySQL
Included with EventSentry and installed automatically when MySQL is used. MySQL also offers an MSI
package that can be rolled out using Active Directory.

Oracle

It is fairly complicated to install the ODBC drivers on a Microsoft Windows machine since you are
required to install everything using the Java-based Oracle Universal Installer. If you plan on using Oracle
then please keep in mind that you will have to install the ODBC drivers using the Oracle Universal
Installer on every computer that is to write to the database.
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6.1 Archival and Purging

Purging old records periodically

Collecting event logs can create an enormous amount of data into your database, and purging old
records that do not have to be stored anymore is essential. The page Purging Records Periodically offers
detailed instructions on how to delete old data from your EventSentry database.

It is at this point not possible to move unneeded records to a 2nd database for long-term archival.
Please see the next section for a work-around.

Creating a Database for Archival

If you need to have one database for immediate and fast access to event log data (e.g. the last 30
days), but also need to store events for archival (e.g. store events for 360 days), then you can configure
EventSentry to use two databases.

The first database will receive all the necessary events, and events older than 30 days will be purged
every day or week. This way the database will remain small and access to the event log information will
be very fast.

The second database will also receive all the necessary events, however only events older than 360
days will be purged every week or every month. The two databases can be on the same senver or on
completely different databases or database engines. As long as the databases have been successfully
initialized with the Database Setup Wizard you can store events in it.

You can also easily query both databases from your web browser by creating a 2nd profile in the
EventSentry Web Reports.
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6.2

Off-Peak Consolidation over WAN

It is possible to schedule event log consolidation during non-business / off-peak hours if the seners or
workstations you are monitoring are located across a WAN. This makes it possible to reduce bandwidth
consumption significantly during business hours.

This functionality can be easily achieved by setting a summary notification on the filter(s) that are used
to forward events to a database. Since you can assign different packages to different senvers/groups, it is
easily possible to configure machines located in the same LAN as the database server to write events
immediately to the database, yet schedule remote machines across a WAN during off-peak hours.

1. Creating a new group

If only some of your monitored machines are located across a WAN then it is recommended that you
create a new group for those machines - if you haven't done that already. Right-click the "Computer
Groups" container and select "Add Group". Assign a descriptive name to the groups.

2. Create a new filter package

Right-click the "Filter Packages" container and select "Add Package”. Assign a descriptive name to
the package (e.g. "Database Consolidation over WAN"). You can skip this step if you already have a
filter package that is only used by seners across the WAN.

3. Creating a summary notification filter

Add a new include filter to the package and configure it to forward the desired types of events to the
database natification, for example all Information, Warning, Error and Audit Failure events. However,
unlike a regular filter, we will assign a summary natification to this filter so that events are queued and
not sent immediately during business hours.

To assign a summary notification, click the Hour/Day tab of the newly created filter and make sure
that all the hours during which you want to queue events are raised. Every push button represents one
hour of the day, and in the example below we will queue events from 7AM to 7PM, whereas events
between 7PM and 7AM will be sent to the database immediately:

Schedule Type: | Summary W
Active
.
|E=EH|| Weekdays From To
Man, Tue,Wed, Thu,Fri,5at,Sun  07:00  19:00
Restrict schedule(s) to |every v | dayfweek of the month

Summary notifications are quite flexible and can also be used to receive a daily email report from a
server for example. For more information on summary notifications see the manual.
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6.3 Conserving disk space and optimizing performance

Consolidating event log and system health data into a central database is an extremely useful feature,
but the wealth of data being collected can cause disk space and performance problems in small and
large networks alike. This chapter will explain how to reduce the amount of data being logged by:

¢ |dentifying top event log entries being logged (without loosing critical information)
e Suggesting performance monitoring
e Examining process tracking options

The chapter will also give recommendations on database performance optimization.

Event Log Data

It is very easy to fill up any database when consolidating all event log entries from all monitoring
machines to a central database. With heaw auditing in place, it is very easy to create millions for
records every day on a small network and thus bring /any database server down to its knees. As such, if
you find that the EventSentry database is growing out of control, then it is important that you first identify
which non-essential event log records are being consolidated, so that they can be excluded later.

To find out which events are using up most of the space, simple navigate to "Logs - Event Log" and
review the default "Summary" view which shows the most active computers, event logs, sources, types
etc. You may need to adapt the duration field which is set to "Last Hour" by default.

Identifying the culprit

For example, to find which event categories appear most often in the EventSentry database, navigate to
the EventSentry web reports and open the "Event Log" page (under Logs). Then click the blue
Categories or icon next to it which yield a bar chart about all available categories. You might also want
to modify the search time scope on the top right.

The left example below shows that 67% (hover over the pie chart with the mouse to see the
percentage) of all events written in the last 24 hours are from the Process Creation and Process
Termination category for example.

Q@ Back EeECHEGES Computers Sources Users IDs  Types Logs Export: CSV| XML | PDF | Save as report |

)

W Frocess Creation
Process Termination

W Other Policy Change Events

B Logon

B Logoff
Special Logon

B Fil= System

W Detailed Tracking
Credential Validation
Other

18690 Process Creation

18677 Process Termination

9227 Other Policy Change Events
670 Logon

032 Logoff

1652 Special Logon

P

45 File System
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Instead of grouping events by only one dimension (categories in this case), we can also group them by
a 2nd dimension - for example event ids. With the log query now restricted to only events from the
security event log and audit failures, clicking the "IDs" button will yield a chart similar to the one below:

Q Back  [eECH IS Computers Sources Users IVEM  Types Logs Export: CSV| XL | PDF | Save as report |
4k
3,109
3k
a B 4957
5 2k 4656
i M 561
5152
877 W 4573
Tk 750 4769
382 373 e W 4771
= = I S S |+
Ok B 4776
o & b & o F £ & o & & 4768
c‘_\': o 4:@ 5-'@ %,:x_"-\' ;“3' Fa = W &t’fa
o 4@ e o b P & i
L ¢ £ s = & & o &
o & & o s &
—qg o K$Lc0 :‘_\\ Ac:.:'— AQAC
‘.Q--_r ‘_C\* =
3109 MPSSWC Rule-Level Policy Change 4957
a7 File System 4555
750 Detailed Tracking 861
332 Filtering Platform Packet Drop 5152
373 Sensitive Privilege Use 4673
218 Other Object Access Events 4556
1 Kerberos Service Ticket Operations 4759
5 Kerberos Authentication Service 4771
2 Logon 4525
1 Credential Validation 4776
1 Kerberos Authentication Service 4768
5,727 matching records

The list immediately shows which event IDs are most prevalent, and with which event category they are
associated with.

Determining which events to exclude
Now that know which events use up 97% of the disk space, you can run detailed event searches to see

if the events which are being logged need to be consolidated. For the first line, simply click the Reset
Form button and then select the event ID 562 and the event category Object Access. When running the
search, you are encouraged to limit the search results (e.g. 500 records) and also specify a time range,
such as the last 24 hours for example.

Repeat this process for all events that occupy the majority of database space to determine which
events can be excluded. Once you have identified events which can be excluded, setup one or more
exclude filters for these events. Please consult the help file or Excluding Events in this document for
more details on excluding events.
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Performance Monitoring

Even though performance data uses less disk space than event log consolidation (since no event
message are being logged), performance data can still fill up the EventSentry database quickly, resulting
in slow queries and a large database size. Fortunately, EventSentry's performance collection feature is
very flexible and you can accumulate very useful and descriptive performance data without using up too
much space in the database.

When collecting counter data in the EventSentry database, we recommend that you always set the
database logging interval significantly higher than the counter collection interval. EventSentry
automatically calculates the average over all collected performance values over one database iteration,
ensuring that the data stored in the database is very accurate.

The screen shots below show a correctly configured database configuration for the Processor(*)%
Processor Time performance counter, which records the current CPU usage in percent.

Even though the CPU performance counter is queried every 5 seconds (Polling Interval), the calculated
average is only written to the database every 10 minutes.

Even with this configuration that "only" logs information to the database every 10 minutes, you will get
144 data points for this counter every day. If you were to write performance counter data to the database
ewvery 5 seconds instead, then you would accumulate 17280 data points every day instead!

You might not be able to follow these suggestions if you need a more accurate picture of counter data,
but you are still encouraged to make sure that the database logging intenval is larger than the polling
interval.

Performance Monitoring Details [ x | Performance Monitoring Details [ x| Performance Monitoring Details > |
General | Mlert | History & Trending General At History & Trending General | Alert | Hstory &Trendng
Frequency: Colectdataevery S |2 secondle) v ¥ Wndows ¥ 3] [Vl Ensble Event Log Alert with sevesty [Exrar - ST Mlrecrdin database every [ 10| [mnotele)
Mertif value s more than v e
e 95 Sifor 15 5 minutes) v ... || b
e = /| Notify at mostonce every | 1 % hourls) v

V] Embed chart with emad alerts

] e Trend Detecton Detect Leska:

] Swess O hd
= .
Counter Description: =%
Time i o parcantage of sbpae ettt procumor pands 1 eracben pom
el =

racting that value from 100%. {Each processor has an idie

5] Mn: 0%, Max: 2%, Last: 7% 6] Avg: 1%, Min: 0%, Max 3%, Lasts 0% 7 M 0%, Max: 3%, Last: 0%

3 Cancel telp o Cancel Hep o Cancel Hep

Process Tracking

Process Tracking data is similar to event log data, though it too uses less space in the database than
ewvent log data since no event messages are being recorded. Process Tracking can give you an
enormous amount of information about the state of processes on a given server or workstation at any
given time, but it can also fill up the EventSentry database quickly.

For example, many servers execute processes on a regular basis that do not need to be recorded, for
example a monitoring server might execute the ping.exe process every 10 seconds, resulting in 8640
rows of data every day. We can reduce the amount of data logged by excluding unneeded information
from the database.

Identifying the culprit

To find which process appears most often in the EventSentry database, navigate to the EventSentry
web reports and open the "Processes” page (under "Compliance"). Then click the Processes header.
You might also want to further restrict the search by only showing records from the last 24 hours for
example.
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The screenshot to the right shows that the conhost.exe, postgres.exe and cl.exe processes are
being executed most often, accounting for more than 50% of the process log entries by adding
approximately 40.000 rows every day.

To stop these processes from being monitored, simply exclude them in the tracking package that
contains the process tracking object.

Export: CSV | XML | PDF | Save as report |

@ Back Processes Computers Computer Types Paths Users Logon IDs Token Elevations

BB conhost.exe
postgres.exe

B clexe
M Tracker.exe
B omreport.exe

WMIPRVSE.EXE
W cmd.exe
B auditpol exe
W BuildHelper.exe

REG.EXE

Other

16993 conhost.exe
12545 postgres.exe
2418 clexe

8259 Tracker.exe
4935 omreport.exe
4442 WMIPRVSE.EXE
3091 cmd.exe

Database Optimization, Hardware Planning

If you have followed the steps above and ensured that you are only logging the data that you need to
the EventSentry database, then you can tackle the next step, making sure that your database is running
on the proper hardware and performing well.

It is obvious that no software can do wonders when the underlying hardware is insufficient. Please
consider the following suggestions if you plan on making a hardware purchase for a new database server,
or are considering a hardware upgrade for your database server. Please note that these suggestions
assume that your database server will only be used for the EventSentry database.

Disk Subsystem
The disk subsystem is one of the most crucial components of a database senr, if you have slow

disks then your database queries will almost always be slow, even when you have ample CPU power and
memory available. The ideal disk subsystem should look like this:

Number of disks RAID Level Used for

2x 10k or 2x 15k 1 (mirror) Operating System

SCsSI

2x 10k or 2x 15k 1 (mirror) Database Transaction Logs
SCsSI

5 (or more) x 15k SCSI5 Database

The more disks you can provide for the database patrtition, and the faster the disks, the better the query
response time will be.

It is highly recommended that you put the EventSentry database on a separate partition to
!. awid disk defragmentation. We have seen performance improvements with disk
defragmentation utilities such as Raxco's PerfectDisk® in some cases.
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Memory
The amount of memory installed is also crucial, and your database server should have at least 2Gb of

memory. If you are running Microsoft SQL Server, then 4Gb or more are recommended.

CPU

The number of CPUs is not as crucial as the previous two components (one CPU should suffice in
most cases), however you should still ensure that a recent CPU model (e.g. Pentium IV Xeon 2.8Ghz+)
is installed.

In addition to hardware optimization, you also need to ensure that your database is optimized. Please
see the Database Tips in EventSentry help manual for more information.
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System Health Monitoring

Even though event log monitoring can detect many problems on a senver, it is not enough to ensure
optimum system health and availability. For this reason EventSentry monitors the following components
of the Operating System in addition to monitoring the event logs to ensure optimum system availability:

e Senices

Disk Space
Processes
Performance
Software Installations

The following chapters will offer some guidance on how to setup system health packages, especially
on larger networks.

All alerts generated by system health features (e.g. a stopped senice, high CPU usage) are
logged to the application event logs of the server being monitored. This ensures that you and
o fellow system administrators can review alerts after they happened.

Howevwer, you will need to monitor the application event logs and create one or more filters so
that alerts are forwarded to an email or pager for example.
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7.1  Service Monitoring

Senice Monitoring can notify you when senices (and/or drivers) change status, are removed or added to
the monitored computer. Senice status information can also be logged to a database so that the senice
status can be queried through the web reports.

When monitoring senices you basically have to decide whether you want to monitor all senices with the
option of excluding non-critical ones, or whether you want to monitor only selected, (e.g. mission-critical)
senices.

Default Configuration

The default configuration of EventSentry is configured to monitor all senices with the exception of
approximately 20 non-critical senices which are excluded. These senices (e.g. WinHttpAutoProxySwc)
frequently change their status from stopped to running and vice versa, and being notified of these status
changes is nothing but a nuisance. The advantage of this approach is that all other senices are
monitored, and you don't have worry about forgetting to monitor a senice that was recently added to the
system.

If you are getting notifications of a senice that is non-critical then you can simply add it to the list of
excluded senivices.

Monitoring only selected services

If you are only interested in monitoring particular senices, then simply set the monitor type to "Only
monitor senices listed" and add the senices you want to monitor. If you have a large amount of
computers with different senices you want to monitor, then we recommend that you create multiple
packages, each listing a certain set of senices. You can then assign these packages as needed to your
SEervers or groups.
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7.2

Disk Space Monitoring

Setting up disk space monitoring can be difficult if you have many senvers with different logical drive
structures, and the recommendations from the previous chapter also apply to disk space monitoring to
some degree.

Package Optimization

In order to minimize the number of diskspace-enabled system health packages we recommended that
you organize the disk/logical drive partitions based on a common schema on all of your seners whenever
possible. The table below shows an example:

Drive Purpose Comments (if any)
Letter(s)
C Operating
System
D Paging File This drive will always have low disk space since the space is allocated
to the page file
E-G Database This drive might be low on disk space if database space is pre-
Storage allocated
K-P Critical Files Stores regular files (office documents, etc.)
Q-R Non-Critical Files Stores non-critical files that can be deleted and disk space alerts are
not needed

If you have a uniform policy such as the one listed abowe then it is easy to organize your health
packages, and it will also help with your server administration. For the above policy, you could create the
following disk space packages:

1. Disk Space - Operating System
2. Disk Server - Database Storage
3. Disk Sener - Critical Files

4. Disk Server - General

Each of these packages can then have their own threshold limits and can be applied to computers and
groups according to their role(s). The 4th package (General) could have settings for all other drives that
cannot be categorized.
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7.3

Performance Monitoring

Performance Monitoring offers to main benefits: Being alerted when a performance counter exceeds a
threshold and collecting performance counters in a database. As with all system health features, we
recommend that you create multiple packages when necessary.

Package Optimization
If you only collect performance data in a database for some computers, but need alerts from all
computers then you can create two separate packages: One for alerts, and one for database logging.

In most cases you will want to create a general performance package that will monitor counters such
as CPU usage, memory utilization, disk queue length and network usage and then set this package to
be global. Create additional packages with performance monitoring objects for additional server software
(e.g. IS, SQL, Exchange) and apply them as needed.

Suggestions - Impact on Server Performance

The impact that performance monitoring has on your seners depends on the number of counters you
are monitoring and how often you are reading performance data. In most cases the impact on your
servers' performance will be insignificant.

Polling Interval
A small interval (e.g. 1 second, 2 seconds) will result in very accurate data but will put more stress on

the monitored system than a larger interval (e.g. 5 seconds, 10 seconds). If you need accurate data then
a polling interval of 5 seconds is a good compromise, 10 seconds should be enough for most other
cases.

Threshold Alerts

The values entered in this section depend on the counter being monitored, but you should ensure that
the time intenval is not too short. If it is, then you will probably receive a lot of false positives (especially
for high CPU usage).

Database
We recommend that you always check the "Log Average" checkbox when the database logging interval
is higher than the polling interval (which it should be).

Let's assume that you are monitoring the CPU usage on a sener and polling the data every 5 seconds
and you have the database interval set to 5 minutes (even this seemingly large intenal means that
approximately 8640 entries will be written every month for this counter, per senver). EventSentry will store
all recent counter data for the entire database interval (5 x 12 = 60 values) and then write the average
every 5 minutes to the database. If you don't set the "Log Average" option, then the current counter value
- every 5 minutes - will be written to the database. This would obviously not create a very accurate
picture of this performance counter.
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7.4

Event Log Backups

There are a few things to consider when scheduling the backing up and/or clearing of event logs.

Backing up Event Logs

When backing up the event logs you might need to take extra steps when logging to a non-local drive
(network share). This is because the EventSentry agents run under the security context of the
"LocalSystem" by default. This built-in account has administrative privileges on the local system, but by
default does not have any permissions on remote computers and network shares. As such, an event log
backup to a remote network share will most likely fail if you do not take additional configuration steps.

You hawe two options to work around this issue:

¢ Run the EventSentry agent(s) under a domain user account that has administrative privileges on the
seners it monitors and also has permissions to write to the network share.

e Configure the network share to allow the remote computer account (e.g. TIBET$) to have write
access.

Both examples are explained further in our KB article 18.

Backing up AND Clearing Event Logs

If you configure EventSentry to backup and clear the event logs with the same schedule to a network
share then you will need to take extra steps to work around a limitation of Microsoft Windows. This is
because EventSentry (or Windows) will authenticate to the remote share using the credentials the "Event
Log" senice is running under, the "LocalSystem" account by default.

Please see our KB article 21 and the MS KB article 329974 (section MORE INFORMATION on the
bottom) for more information and a solution.
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7.5 Monitor IS Web Sites

IIS Web sites can be monitored with a VBScript (Windows 2003 and earlier), or monitoring through the
Microsoft-lIS-Configuration operational event log (Windows 2008 and later). EventSentry can then issue
email (or other) alerts whenewver an IIS site is stopped or changes its status.

Windows 2008 and later
Windows 2008 and later can log all status change of IIS sites to the Microsoft-Windows-IIS-Configuration
ewvent log. By monitoring this event log, we can detect a stopped site in real-time.

1. In the Windows event viewer, navigate to the Microsoft-Windows-11S-Configuration-Operational
event log

2. Right-click the log and select "Enable Log"

3. In EventSentry, create a new include filter which looks for the following event properties:

Custom event log "Microsoft-lIS-Configuration/Operational”
Event Sewerity: Information

Event ID: 29

Event Source: Microsoft-Windows-IIS-Configuration
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General |Thresh-:u|-:| I Tirners I Hour § Day I I Cusktom Event Logs
Actions: |Default Email Edit |

— Log — Event Severity

E ™ Application E ™ Directory Service (;) V¥ InFormation O ™ Critical
@ [~ Security @ ™ File Replication & [~ Warning lL?}J [~ audit Success

Swesk DMS 5 =
@ [ System @ u =Er O [~ Error ) T Audit Failure
More ...
— Filker Settings — Details
Event Source: I Microsoft-wWindows-115-Configuration j
0 &+ Include
Cateqgory: I
& © Excuds

Event I I 29 Lookup |

advanced ... | Usernarnne; I
Carpukter: I j

— Conkent Filker & Motes

-y Content [ Type [ Fitertext |
|4 Filkers: . *
Skring {#4) matches iDskate +
Skring (#7) matches Stop® -

Chain mulkiple conkent filkers using a I.ﬁ.ND "I
=| Motes: ;I
=

To further restrict the include filter to only alert when the site is stopped, we add a content filter (in the
"Content Filter & Notes" section) with the following condition:

Insertion String #4 matches "*@state"
Insertion String #7 matches "Stopped”

The content filters should be chained using AND.

The email subject can optionally also be changed (when using email notifications) to something like "lIS
Site Stopped" as well. The previously created filter can also be cloned by copying and pasting the filter,
and replacing "Stopped" with "Started", to get a proper notification whenewer a site is being started or
stopped as well.

To determine which insertion string to filter against, simply open the event in question in the Windows
event viewer, switch to the "Friendly" view and view the insertion strings under EventData. The insertion
strings are parsed sequentially, with the first entry ("PhysicalPath") being insertion string #1.
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{F! Event Properties - Event 29, ITS-Configuration

General Details

% Friendly View ML View

- EventData =

o PhysicalPath WACAWiIndows\system32
\inetsnv\config\applicationHost.config

ConfigPath MACHINE/WEBROOT/APPHOST

EffectiveLocationPath

Configuration /system.applicationHost/sites/site
[@name="Default Web 5ite" and
@id="1")/@state

el [+

OO0 €00

EditOperationType 1
OldValue Starting
NewValue Stopped

Copy | Close |

Windows Server 2003 and earlier
Follow the steps below to setup IS monitoring on Windows Server 2003 and earlier.

Create the embedded script

1. Navigate to the embedded scripts (Tools -> Embedded Scripts) dialog, so that the script to monitor
IIS web sites is automatically copied to the target computers.

2. Create a new embedded script, and name it "iis_monitor_sites.vbs". Make sure that you set the
"Interpreter” to cscript.exe, which ensures that we can capture the return code (%ERRORLEVEL%)
correctly.

3. Paste the contents of the iis_list_stopped_w3swvc_sites.vbs file into the "Script Content” field.

Create a system health package with the application scheduler

1. Create a new System Health package (right-click "System Health Packages"), and add the
"Application Scheduler" object to it.

2. In the Application Scheduler object, make sure that Log application return code > 0 to event log
as "Error" is checked. This ensures that the EventSentry will log an error to the application event log
when the script returns an %ERRORLEVEL% that is not zero.
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7.5.1

. Click the plus icon and select the script we created earlier (@iis_monitor_sites.\bs) from the drop-

down list. Set the schedule up as recurring and configure the desired internval (e.g. every 5 minutes).

. Assign this package to all computers running lIS. Alternatively, you can also make this package

global, and use the "Auto-Detection" feature to only activate the package on computers that have the
w3svC senice running.

Note: If the script does detect an IIS site that is not running, then EwentSentry will
continuously log an Error to the application event log (based on the interval setup in (3) ) until

o the site is running again.

We recommend setting up a threshold filter, to ensure that you only get a limited number of
emails with the alert.

iis_list_stopped_w3svc_sites.vbs

Supported Platfornms: Wndows 2003 and earlier

Lists the state of all IS web sites configured on the |ocal machine
and returns an %ERRORLEVEL% of 1, if at |least one web site is not in
the "Started" state.

When scheduling this script with EventSentry's application schedul er,
meke sure that the interpreter is set to "cscript.exe"

Option Explicit

Di m strServer, strServerType, strServerMetaType
Di m obj Servi ce
Di m r et ur nCode

ret ur nCode =0

str Server = "l ocal host™
str Server Type = "Web"
strServer Met aType = "WBSVC'

Sub EnunfServersites( obj Service )

Di m obj Server

For Each obj Server |In obj Service
If objServer.Class = "lIl1s" & strServerType & "Server" Then
I f Sitel sNot Runni ng(obj Server. Server State) Then
WScri pt. StdQut. Wite "*"
End | f

WScript. StdQut. Wite _
obj Server. Server Comment & ": " &

St at e2Desc( obj Server. ServerState )

I f SitelsNot Runni ng(obj Server. Server State) Then
WScri pt. StdQut. Wite "*"
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returnCode = 1
End | f

WScri pt. StdQut. Wite vbCRLF
End If
Next
End Sub

Function Sitel sNot Running( nState )

If nState <> 2 Then
Si t el sNot Runni ng

1
H

El se
Si t el sNot Runni ng
End |f

1
o

End Function
Function State2Desc( nState )

Sel ect Case nState
Case 1
' MD_SERVER_STATE_STARTI NG
St at e2Desc = "Starting”
Case 2
' MD_SERVER_STATE_STARTED
St at e2Desc = "Started"
Case 3
' MD_SERVER_STATE_STOPPI NG
St at e2Desc = " St oppi ng”
Case 4
' MD_SERVER_STATE_STOPPED
St at e2Desc = " St opped”
Case 5
' MD_SERVER_STATE_PAUSI NG
St at e2Desc = " Pausi ng"
Case 6
' MD_SERVER_STATE_PAUSED
St at e2Desc = " Paused"
Case 7
' MD_SERVER_STATE_CONTI NUI NG
St at e2Desc = " Conti nui ng"
Case El se
St at e2Desc = "Unknown st at e"
End Sel ect

End Function
SET obj Service = GetObject( "IIS://" & strServer & "/" &
strServer Met aType )

Enunter ver sites obj Servi ce

If returnCode <> 0 Then
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WScri pt. Echo vVbCRLF & "WARNI NG One or

runni ng" & vbCRLF

End | f

WScri pt. Quit

ret ur nCode

nore | 1S sites are not
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8 Actions

This chapter will help you get the most out of the built-in notifications supported by EventSentry and help
you create custom notifications using the Process action.
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8.1

Flexible Email Notifications with variables

EventSentry supports variables that can be created globally and then overwritten on a per-group level.
Since the SMTP noatification supports variables in most of its input fields,you can create one SMTP
target that sends email to different recipients depending on the group a server is in. This can save you
from creating multiple SMTP targets with almost identical values.

1. Creating a variable
Create a new variable by navigating to Tools -> Variables -> Add. The value 'admin@mybiz.net" is only
the default value for the variable, it can be overwritten for every group you have configured if you wish.

Add / Edit Variable
Variable Name: & | RECIPIENTS
Value: admin@mycompary .com| | Cancel
Inherit

2. Setting the variable values

Right-click a group that needs a different recipient (e.g. webmaster@mybiz.com) and select "Set
Variables". The resulting dialog will show you all variables with their current value for this group. If the
"Inherited" column is checked then it means that the value is being inherited and has not yet been

specified on a per-group level.
Variables

You can use variables to dynamically set certain configuration settings (e.g. email recipient ar
SMMP OID) for a computer group or specific host name.

Variable MName Value OK
RECIPIENTS webmaster @mycompany. com cancel

SMMPIFA 1.3.6.1.2.1.31.1.1.1.6
SMMPIFE 1.3.6.1.2,1,31. 1. 1. 1, 151000000 Help
SMMPIFINSTANCES 1.3.6.1.2,1.31.1.1.1.1

Add

Delete

@ Variable names should only contain letters and numbers and are case
sensitive, Variable names are used with a dollar (5) sign, e.q. $MyVariable.

Double-click the variable name and specify a new value for this group. Repeat this process for every
group.

3. Using the variable in the SMTP target
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Now that the variables are setup you can use it for any SMTP target. Locate your SMTP target and enter
$RECIPIENTS in the "Recipients" field. Now, depending on the group the computer is a member of, the
email will be sent to the respective recipient of the group. If the variable has not been set for a particular
group then the default value will be used.

P

General

Sender Mame:
Sender Email:

Redpients:

Subject:

Internationalization Options

Encoding ...

SHOSTMAME
SHOSTMAME@nmycompany ., com

SRECIPIEMTS B

ES: SEVENTID: SEVEMTSOURCE: SEVENTCATEG

SMTP Server Settings

Primary:

Backup:

mail.int.mycompany. com

Port | 25

[ ]ssL

Part [ ]ssL

DialJp / VPN Connection

Dial:

v | [ |Dizconnect after

Test

) Send Test Email
Display & Delivery Options
& HTML (Modern)
Customize ...
Header [ Footer
Low High

Importance:
[ ]Flag Literal

SMTP Authentication
IUser [ Pass:
IUser [ Pass:
Limits
Max. number of events per email:

unlimited v

Note the $RECIPIENTS variable
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8.2

8.2.1

The Process Actions

EventSentry includes the "Process" action which allows you to forward events to custom processes,
e.g.:

e Perl scripts
¢ Visual Basic scripts
e executables (e.g. blat.exe, etc.)

This gives you ultimate flexibility and doesn't restrict you to the notifications offered natively in
EventSentry.

Sending events to a laser printer

Using a small Visual Basic script, you can send single events to any shared laser/inkjet printer on your
network. Simply follow the steps below to setup a notification that will print records to a printer:

1. Installing the VBS File

Put the contents of the file eventprint.vbs (included in the sub chapter) into a text file and sawe it in a
folder of your choice on all the computers from which you want to forward events to the printer. This step
is important, the .vbs file will be executed by the EventSentry agent on every computer that is running
the agent.

2. Configuring the VBS File
The VBS file uses two temporary files to send the document to the laser printer, both of which need to
be configured in the VBS file if the default (C:\WINDOW S\TEMP) will not work for you.

3. Creating the process action

Add a new notification to EventSentry by right-clicking the Actions container and selecting "Add
Action". Select "Process" for the notification type and configure the options similar to the options shown
in the screenshot below:
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=—=  General Options

Filename: | cscript.exe W

Options ... Browse ...

Command Line Arguments

Arguments: | C:\ES‘\eventprint.vbs V\WPRINTSERVER 1\LASER.2

Argument Event Log W Argument Event Username hd
Argument Event Type W Argument Event Computername W
Argument Event Source W Argument Event Date f Time W
Argument Event Categaory W Argument Event Message (¥
Argument Event ID v Argument Mone W

Test

_ﬂl Test cscript.exe C:\ES\eventprint.vbs \\PRINTSERVER 1\LASER 2 "Application

You will most likely have to change the values for the Arguments field which points to the actual .\vbs file
and to the shared printer.

4. Add one or more filters
Finally add one or more filters to match the events you want to send to the printer of your choice and
the setup is complete.

Please note that events sent to laser and/or inkjet printers can only be print one event per
page due to the nature of the process action.

8.2.1.1 eventprint.vbs

Option Explicit
Const MaxChar sPerLine = 80
Di m Args

Di m Event Log, Event Type, Event Source, Event Category, Event|D, Event User,
Event Conput er, Event Date, Event Message, Event MessageFormatted

Dimfso, FileHandle
Di m TenpFi |l ePath, TenpFile, PrinterPath

wscript.echo "eventprint.vbs: Prints event | og records on a networked | aser
printer"

Defi ne vari abl es here:
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TenpFil e = "C:\ W NDOWS\ TEMP\ EVENTSENTRY_PRI NT. TMP"
TenpFil eFF = " C:\ W NDOWS\ TEMP\ EVENTSENTRY_FF. TMP"

Make sure we have the right anmpunt of argunents
Set args = Wscript. Argunments
If args.count < 10 Then

wscri pt.echo "Not enough argunents:”

wscript.echo "eventprint.vbs \\ SERVER PRI NTSHARE Event Log Event Type

Event Source Event Category Event| D Event User Event Conputer Event Date
Event Message"

wscript.quit(1l)
End If

Get Argunents

PrinterPath = args(0)
Event Log = args(1)
Event Type = args(2)
Event Sour ce = args(3)
Event Cat egory = args(4)
Event | D = args(5)
Event User = args(6)
Event Comput er = args(7)
Event Dat e = args(8)

Event Message args(9)

' Format Event Message
Di m Event MsgArray, Elenent, OnelLine

Event MsgArray = Split(Event Message, " ", -1, 1)
For Each El enment I n Event MsgArray

If (Len(OneLine) + Len(Elenent)) > MaxCharsPerLi ne Then
Event MessageFormatted = Event MessageFornmatted & Oneline &
VbCRLF
OneLine = Elenent & " "
El se
OnelLine = OneLine & Elenent & " "
End | f
Next
Event MessageFormatted = Event MessageFornmatted & Oneli ne
' Create tenporary text file
Set fso = CreateCbject("Scripting.FileSystembject")
Set FileHandl e = fso.CreateTextFil e(TenpFile, True)

Fil eHandl e. Wite "Event Log: " & EventLog & VbCRLF

Fil eHandl e. Wite "Event Type: " & Event Type & VbCRLF

Fil eHandl e. Wite "Event Source: " & Event Source & vbCRLF
Fil eHandl e. Wite "Event Category: " & EventCategory & VbCRLF
Fil eHandl e. Wite "Event |D: " & Event|I D & VbCRLF
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Fil eHandl e. Wite "Event User: " & EventUser & vbCRLF
Fil eHandl e. Wite "Event Conputer: " & EventConputer & VbCRLF
Fil eHandl e. Wite "Event Date: " & EventDate & vbCRLF

Fil eHandl e. Wite "Event Message: " & VbCRLF
Fil eHandl e. Wite Event MessageFormatted & vbCRLF & Chr(12)

Fi | eHandl e. Cl ose

' Create FF tenp file, required for |aser printers
Set FileHandl e = fso.CreateTextFil e(TenpFil eFF, True)
Fil eHandl e. Wite Chr(12)

Fi | eHandl e. Cl ose

' Send files to printer
fso. CopyFile TenpFile, PrinterPath
fso. CopyFil e TenpFil eFF, PrinterPath

' Delete tenp files
fso.Del eteFil e(TenpFil e)
fso. Del et eFi | e( TenpFi | eFF)

Set fso = Nothing

8.2.2 Emailing entries from alog file

Using two third-party tools (tail.exe and blat.exe) it is possible to automatically be emailed contents of a
log file when a certain event log entry (matching one of your filters) appears.

For example, when an Audit Failure appears in the security event log that points to an authentication
failure reported by IIS, then you can automatically receive an email with the most recent 25 lines of the
most current IIS log file.

You will need the following free executables for this example:

1. blat.exe: http://www.blat.net/
2. tail.exe: http://unxutils.sourceforge.net/ (download UnxUtils.zip)

1. Installing the files

Copy both blat.exe and tail.exe either to the system32 directory (e.g. c:\windows\system32) or to a
directory for your choice (e.g. c:\batch).
2. Configure Blat

You will need to tell blat which SMTP sener it can use before you can starting using it. Run the
following command:

bl at.exe -install 127.0.0.1 yourenuail| @omai n. net

127.0.0.1 is the host name or IP address of your SMTP senver, and youremail@domain.net is the
default email address used by blat when sending an email.

3. Creating a batch file
Create a batch file with content similar to the following:

@CHO OFF
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for /f "Tokens=1-4 Delins=/ " %% in ('date /t') do set dt=9%4 %0k
set FlI LENAME=%SYSTEMROOT% SYSTEM32\ LOGFI LES\ WVBSVC1\ EX* %dt % | og

YSYSTEMROOT% SYSTEMB2\ TAI L. EXE -n 25 %1 LENAME% | %BSYSTEMROOT%
\ SYSTEMB2\ BLAT. EXE - -to yourenmni|l @onai n. net -subject "IlS LogFil e"

In the above example we need to email an IIS log file which has the following format:
EXYYMVDD. | og (YY = Year, MM = Month, DD = Day)

First we retrieve the system date and set the dt variable to the month and day. Then we set the
FILENAME variable to the actual filename by using the dt variable we previously defined. The asterisk
after EX will match any year, but this is necessary since we would need the year as a two-digit which is
not supported by the date /t command.

Finally we pipe the output of the last 25 lines (-n 25) of the log file to blat and email ourselves the file.

4. Create a process notification target
Right-click the Notifications container, select "Add Target", specify a name and select the "Process"
tab. Then point the process target to the batch file you previously created in step 3.

5. Setup a filter
Last but not least you will need to setup one or more filters that will trigger the notification you defined
in step 4.

Again, you should be able to apply this example to almost any text-based log file by tweaking the batch
file, but the possibilities are almost endless.
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